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Federal security standards and the increased use of the Internet and electronic transmission of data require changes in security practices.  The Division of Child Support (DCS) must have policy in place to be in compliance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) or Public Law 104-191, which was signed into law on August 21, 1996.  As a result of HIPAA, DCS must develop policies and procedures to safeguard personally identifying health information.  HIPAA can be accessed on the Internet at the following Web site:  http://aspe.hhs.gov/admnsimp/pl104191.htm#Subtitle.  The purpose of HIPAA was to:

· amend the Internal Revenue Code of 1986 to improve portability and continuity of health insurance coverage in the group and individual markets;

· combat waste, fraud, and abuse in health insurance and health care delivery;

· promote the use of medical savings accounts;

· improve access to long-term care services and coverage;

· simplify the administration of health insurance, and

· protect the privacy of individuals’ health information. 

HIPAA provides for continuity of health care coverage for people who change jobs or health care plans, and it prohibits discrimination based on health status.  HIPAA also requires the security of electronic health data and the privacy of personal health information.  The security provisions of HIPAA apply to all entities that bill and pay for health care services or that handle, maintain, transmit, or access personally identifying health information.

HIPAA’s provisions that safeguard against the loss or limitation of health care coverage are already in effect.  The deadline for compliance with the health information privacy portion of HIPAA is April 14, 2003.  HIPAA’s “Privacy Rule” requires administrative, technical, and physical safeguards to protect the privacy of protected health information from disclosure.

HIPAA’s “Privacy Rule” is defined in federal regulations at 45 Code of Federal Regulations (CFR), Part 164.  Part 164 regulates security and privacy and can be accessed on the Internet at the following Web site:  http://www.access.gpo.gov/nara/cfr/waisidx_02/45cfr164_02.html.  The general administrative requirements of HIPAA are in 45 CFR Part 160, which can be accessed at http://www.access.gpo.gov/nara/cfr/waisidx_02/45cfr160_02.html. 
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Under HIPAA a “covered entity” is a health care provider, health care clearinghouse, or health plan.  A covered entity must comply with the most stringent requirements of HIPAA.  The Division of Protection and Permanency (DPP) is the only covered entity in the Cabinet for 

Families and Children (CFC).  The Department for Medicaid Services in the Cabinet for Health Services is also a covered entity.

A “business associate” is an entity that performs a function for a covered entity.  The Division of Family Support (DFS), the Office of the General Counsel (OGC), and the Governor’s Office of Technology (GOT) are classified as business associates.  CFC is a “hybrid entity” because it has both a covered entity and business associates within its organization.

According to the requirements of HIPAA, the Division of Child Support (DCS) and statewide child support staff are neither a covered entity nor a business associate.  However, DCS and other child support staff must protect the privacy of health information because DCS and child support staff conduct business with covered entities and business associates and therefore come into contact with their protected health information.  Child support staff come into contact with protected health information through the interfaces between KASES and TWIST and KASES and KAMES.  DCS and other child support staff also come in contact with protected health information that is in hard copy case records.

Child support staff can refer to Prosecutors’ Handbook Section 9.000 and Operations’ Manual Section 2.000, Confidentiality of Records, for guidance concerning protecting confidential information.  This manual material will be revised to include language specific to HIPAA.

The term “health information” means any information, whether oral or recorded in any form or medium, that is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse.  Health information relates to the past, present, and future physical or mental health or condition of an individual; to the provision of health care to an individual; or to the past, present, and future payment for the provision of health care to an individual (45 CFR Section 160.103).

Child support staff must protect the identifying health information of custodial parents, children, and noncustodial parents or obligors.  When child support staff are asked to share health information that identifies an individual and his or her health information, they must determine whether it is reasonable to share the information with the person requesting it and whether the health information will be used for the legitimate purpose of providing child support services.  Prosecutors’ Handbook Subsection 9.070 and Operations’ Manual Subsection 2.070, Release of Case Information, provide guidelines about what information can be released and how this information is to be released.

In addition to the manual material listed above, child support staff can refer to the Employee Confidentiality/Security Agreement (CFC-219) for information about releasing confidential information and/or records.  All CFC staff are required to sign the CFC-219, which can be accessed by clicking on http://cfcnet.state.ky.us/forms/CFC%20Forms/cfc219.htm.
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Examples of safeguards that apply to covered entities and that are mentioned in the preamble to the HIPAA Privacy Rule are (1) shredding documents prior to disposal, (2) locking doors or cabinets where medical records are kept, and (3) limiting access to the keys or combinations of the locks for these doors and cabinets.  Other examples of safeguarding the privacy of health information (and all other confidential information) are listed below:

· turn computer screens away from public view;

· lock or log off computer monitors when they are not being used;

· never give health information to a third party who is not an authorized representative;*
· monitor the duplication and transmission of health records on fax machines, photocopiers, and printers;

· keep records containing health information face down on desks and tables;

· when sending a fax containing health information, first call the recipient so the fax will be picked up immediately; and

· speak softly so that others do not overhear health information.

*An authorized representative is a person to whom either a custodial parent or a noncustodial parent or obligor has provided written authorization to receive IV-D case information.  See Prosecutors’ Handbook Subsection 9.070 and Operations’ Manual Subsection 2.070.

45 CFR Section 164.530(a)(1) requires that a covered entity designate a privacy official who is responsible for the development and implementation of the privacy policies and procedures required by HIPAA.  CFC has designated an individual from Office of the General Counsel (OGC) in Quality Central to be the HIPAA Privacy Officer.  Questions and concerns about practices relating to the safeguarding of protected health information are to be directed to the OGC Privacy Officer at (502) 564-7900.

45 CFR Section 164.530(a)(1) also requires that a covered entity designate an official who is responsible for receiving complaints and who is able to provide additional information about HIPAA.  CFC has designated the Ombudsman’s Office in Quality Central to act as CFC’s Compliance Officer.  The Ombudsman’s Office will be responsible for receiving complaints and for providing information concerning matters covered by privacy practices.  Questions, concerns, and complaints are to be directed to the address and telephone number below.

Cabinet for Families and Children

Ombudsman’s Office

Attn:  HIPAA Compliance Officer

275 East Main Street (1E-B)

Frankfort, KY  40621

(502) 564-5497
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