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PRINT:_____________________________________________________________________
(Last Name, First Name, M. I. Social Security No.)

EMPLOYEE CONFIDENTIALITY / SECURITY AGREEMENT/
INTERNET/INTRANET, E-MAIL, and ELECTRONIC POLICIES and PROCEDURES

I understand that I will be allowed access to confidential information and /or records in order that I may perform my specific job duties. I further understand and agree that I am not to disclose confidential information and/or records without the prior consent of the appropriate authority(s) in the Cabinet for Health and Family Services.

I understand that under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Cabinet and its employees and agents must use and disclose an individual’s health care information only for legitimate purposes as described by the federal privacy regulation, 45 CFR Parts 160 and 164.  HIPAA and the privacy rule promulgated pursuant to the statute establishes in federal law the basic principle that an individual’s health information and medical records belong to that individual and, with certain exceptions, cannot be used, released or disclosed without the explicit permission of that individual or their legal guardian.  Even casual or informal conversation about a client’s protected health information not related to legitimate legal purpose at any time, whether at work or not, may subject you to federal penalties and Cabinet sanctions. 

I understand that all USERID/Passwords to access computer data are issued on an individual basis. I further understand that I am solely responsible for all information obtained, through system access, using my unique identification. At no time will I allow any other person use of my USERID/Password to logon to a network of the Cabinet, the Mainframe, or any other system.  I understand my compliance is required, and that intentional or inappropriate use shall result in disciplinary action up to and including dismissal pursuant to KRS 18A and 101 KAR 1:345.  

I understand that accessing or releasing confidential information and/or records, or causing confidential information and/or records to be accessed or released, on myself, other individuals, clients, relatives, etc., outside the scope of my assigned job duties would constitute a violation of this agreement and may be subject to disciplinary action up to and including involuntary termination. I understand all data, information, documents, etc. belong to the Cabinet and I agree not to take any information in any form from the agency upon termination of my employment.  I further understand that installing or adding any equipment and/or software without express permission from the Office of Technology Services is prohibited.

By affixing my signature to this document I acknowledge that it is my responsibility to comply with the relevant laws, regulations and policies concerning access, use, maintenance and disclosure of confidential information and/or records which shall be made available to me through my employment in the Cabinet for Health and Family Services. Copies of the relevant laws, regulations and policies are available from the Division of Personnel or on-line at the CFC web site http://cfcnet.ky.gov/forms.asp I further agree that it is my responsibility to assure the confidentiality of all information, which has been issued to me in confidence even after my employment with the agency, has ended.

Internet/Intranet, E-Mail, and Electronic Policies and Procedures (doc.)
KRS 194B.060 - Confidentiality of Records and Reports
KRS 434.840 thru 434.860 - Unlawful Access to A Computer
IRC 6103 - Confidentiality and Disclosure of Returns and Return Information (Exhibit 1)
IRC 6103 - (P)(4) Safeguards (Exhibit 2)
IRC 7213 - Unauthorized Disclosure Information and 
IRC 7213A - Unauthorized Inspection of Returns or Return Information (Exhibit 3)
IRC 7431 - Civil Damages for Unauthorized Disclosure of Returns and Returns Information (Exhibit 4)
http://aspe.hhs.gov/admnsimp/pl104191.htm

_____________________  ________________ 
________________________  
____________
Employee Signature
 Date Signed 

Supervisor/Manager Signature 
Date Signed

