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Business Associate - Refers to a person or entity who, on behalf of the Cabinet for Families and Children and other than in the capacity of workforce staff: performs or assists in the performance of a function or activity that involves the use or disclosure of protected health information (PHI), or; provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services.

Complaint - Refers to any concern communicated by a person questioning any act or failure to act relating to an individual's rights to access to his/her health information, to maintain the privacy of his/her health information, to request restrictions on uses or disclosures of his/her PHI, to request confidential communications regarding his/her PHI, to request amendment of his/her PHI, or to receive an accounting of disclosures of his/her PHI.
Covered Entity - A health plan, a health care clearinghouse, or a health care provider that transmits any health information in verbal, written or electronic form relating to any covered transaction. 
Disclosure - Refers to the release, transfer, provision of access to or divulging in any other manner of information outside the entity holding the information.
Health Insurance Portability and Accountability Act (HIPAA) of 1996- A Federal Act to amend the Internal Revenue Code of 1986 to improve portability and continuity of health insurance coverage in the group and individual markets, to combat waste, fraud and abuse in health insurance and health care delivery.  HIPAA provides the first comprehensive federal protection for the privacy of health care information.

Health Oversight Agency - A governmental agency or authority, or a person or entity acting under a grant of authority from or a contract with such a public agency, including the employees or agents of the public agency, its contractors and those to whom it has granted authority, that is authorized by law to oversee the public or private health care system or government programs in which health information is necessary to determine eligibility or compliance.

Personal Representative - A person who has authority under applicable law to make decisions related to health care and other needs on behalf of an adult or an emancipated minor, or the parent, guardian, or other person acting in loco parentis who is authorized under law to make health care decisions on behalf of an unemancipated minor, except where the minor is authorized by law to consent, on his/her own or via court approval, to a health care service, or where the parent, guardian or person acting in loco parentis has assented to an agreement of confidentiality between the provider and the minor.

Protected Health Information (PHI) - Individually identifiable health information related to past, present or future physical or mental health or condition of an individual, provision of health care to an individual or the past, present or future payment for health care provided to an individual.

Treatment, Payment and Health Care Operations (TPO) - Includes all of the following:

1. Treatment - The provision, coordination, or management of health care and related services, consultation between providers relating to an individual, or referral of an individual to another provider for health care.
2. Payment - Activities undertaken to obtain or provide reimbursement for health care, including determinations of eligibility or coverage, billing, collection activities, medical necessity determinations and utilization review.

3. Health Care Operations - Includes functions such as quality assessment and improvement activities, reviewing competence or qualifications of health care professionals, conducting or arranging for medical review, legal services and auditing functions, business planning and development, and general business and administrative activities.

Use - Refers to, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination or analysis of such information within an entity that maintains such information.

Workforce Staff - Employees, volunteers, trainees and other persons whose conduct, in the performance of work for the Division of Protection and Permanency (DPP), its offices, programs or facilities, is under the direct control of DPP, office, program or facility, regardless of whether they are paid by the entity. 

 Ethical PRACTICE

COA STANDARDS: 

G1. Ethical Practice, Rights and Responsibilities 

LEGAL AUTHORITY:

KRS 209.140 Confidentiality of information.

KRS 620.050 Immunity for good faith actions or reports -- Investigations – Confidentiality of reports -- Exceptions -- Parent's access to records -- Sharing of information by children's advocacy centers -- Confidentiality of interview with child --Exceptions.

INTRODUCTION:

The Division of Protection and Permanency (DPP) requires workforce staff to conduct themselves in a professional manner at all times. To assist workforce staff in determining appropriate behavior, the division has adopted Employee Standards and a Code of Ethics as guidelines for workforce staff to follow in the performance of their duties. 

PROCEDURE:

DPP, workforce staff adhere to the following standards of ethics, confidentiality and security agreements:

1. Employee Standards and Code of Ethics; and

2. CFC-219, Employee Confidentiality/Security Agreement
Confidentiality and Safeguards Regarding Client Information

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR Parts 160 and 164

KRS 61.870 through KRS 61.884 OPEN RECORDS

KRS 194B.060 Confidentiality of records and reports.

KRS 199.570 Adoption records confidential -- Exception -- New birth certificate.

KRS 209.140 Confidentiality of information.

KRS 620.050 Immunity for good faith actions or reports -- Investigations – Confidentiality of reports -- Exceptions -- Parent's access to records -- Sharing of information by children's advocacy centers -- Confidentiality of interview with child -- Exceptions.

KRS 625.045 Confidentiality and sealing of files and records.

KRS 625.108 Confidentiality and sealing of files and records.

200 KAR 1:020. Access to public records.

922 KAR 1:320. Service appeals.

INTRODUCTION:
All information obtained through the process of providing services to client/individuals of DPP, conducting adult or child abuse, neglect or dependency investigations, foster or adoptive home studies and adoption where judgment has been rendered, is deemed confidential. Applicants for services and clients of DPP are made aware of the information maintained in their case record. Information contained in a client’s case record will not be released outside DPP except as specified by KRS 61.870-61.884, Open Records Act and HIPAA regulations. When statues are in conflict, the federal law prevails. Any person requesting disclosure of information pertaining to a client’s case record follows the procedures outlined in:

1. SOP 1.6.3(C) Access and Obtaining a Copy;

2. SOP 1.6.3(A) Notice of Privacy Practices  and

3. SOP 1.7.1 Open Records Request. 
PROCEDURE:

Each DPP, office, facility and program has in place appropriate administrative, technical and physical safeguards to reasonably secure all information pertaining to a client’s case records and Protected Health Information (PHI) from intentional and unintentional unauthorized use or disclosure. The following safeguards apply: 

1. Client information is not discussed in public except in a professional setting required and incidental to the delivery of services or in the performance of other functions required of DPP by federal or state mandate.  

2. Client information or data whether in case record or on computerized file, is maintained in a secure location and away from public access as reasonably appropriate.

3. Client case records are maintained in locked files when not in use and only limited authorized workforce staff will have access to keys or combinations

4. When DPP offices are open to the public, the unlocked files containing client case records are in view and monitored by workforce staff at all times.

5. Access to any client case record or data file is limited to employees, business associates or service providers who have a legitimate interest in the case or as required by law.

6. When accessing client case records, computer monitors are positioned as appropriate to reasonably eliminate unintentional, unauthorized viewing.

7. DPP computers access client case records information via a secure site and only authorized workforce staff with user ID and password with appropriate access level may gain access.

8. All obsolete client files that are to be disposed are incinerated or shredded by authorized workforce staff. 

9. Interviews with clients of DPP are not filmed, taped, photographed or observed without the knowledge and written consent of the client, except where permitted by law as in the case of child abuse where photographs are permissible.

10. DPP workforce staff does not provide any adoption case record information when an adoption judgment has been rendered to anyone, even the parties of the adoption, the names of any parties appearing in the records or any copy of the records except upon order of the court which granted the adoption.

Administrative Requirements for Implementation of HIPAA Policies and Procedures

INTRODUCTION:

To issue requirements to all Division of Protection and Permanency, workforce staff regarding the division’s administrative requirements and Standards of Practice (SOP) relating to the implementation of the HIPAA and regulations promulgated thereunder, 45 CFR Parts 160 and 164 to include:

1. Designation of a HIPAA Privacy Officer and Compliance contact;

2. Workforce staff training requirements;

3. Complaint process;

4. Workforce staff sanctions;

5. Mitigation efforts;

6. Prohibition of retaliation, intimidation or waiver;

7. Standards of Practice and procedures; and 

8. Documentation.

Designation of a HIPAA Privacy Officer and Compliance Office 

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(a) Administrative requirements.

PROCEDURE:

1. CFC has designated an individual from the Office of General Counsel (OGC) at Quality Central as HIPAA Privacy Officer, responsible for overseeing, counseling and approving the development and implementation of DPP, Standards of Practice relating to the safeguarding of PHI. 

2. CFC designates the Ombudsman's Office at Quality Central as the body responsible for:

(a) Receiving complaints concerning SOP adopted by DPP to comply with the HIPAA privacy regulations;

(b) Receiving complaints concerning compliance by DPP with such SOP or HIPAA privacy regulations generally; 

(c) Providing information concerning matters covered by the notice of privacy practices;

(d) Validating and approving or denying authority of client or personal representative’s  access to PHI;

(e) Validating and approving or denying a client or personal representative’s request for:

(i) Authorization for use and disclosure of PHI; 

(ii) Restriction(s) or amendment(s) to PHI; 

(iii) An accounting of disclosure; and

(iv) Confidential communication of PHI.

(f) Sending a client or personal representative’s request (approved or denied) to DPP,  Records Management Section for processing and reply; 

(g) Coordinating mitigation efforts with support from the CFC, HIPAA Privacy Officer, Records Management Section, Quality Central and Service Region Administrators as required; and

(h) Working with the Service Region Administrators (SRA) and designees support the HIPAA Compliance Officer in the service regions and DPP offices. 

3. DPP workforce staff at each DPP office or Quality Central directs any questions, concerns or complaints by clients or others regarding PHI or HIPAA to:

(a) CFC, Ombudsman's Office (HIPAA Compliance Office) at (502) 564-5497 or

(b) The Cabinet for Families and Children

Ombudsman's Office

Attn: HIPAA Compliance Officer

275 East Main Street (1E-B) 

Frankfort, Kentucky, 40621

4. DPP workforce staff at each DPP office or Quality Central directs any questions or concerns by clients or others regarding Open Records other than PHI or HIPAA to:

(a) DPP, Official Custodian of Records at (502) 564-3834 or

(b) Division for Protection and Permanency


Records Management Section

Attn: Official Custodian of Records (3E-G)

275 East Main Street

Frankfort, Kentucky 40621

Workforce Staff Training Requirements

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(b) Administrative requirements.

PROCEDURE:

DPP and as applicable, its offices, programs and facilities enacts and documents the following training requirements:

1. Before the effective date of the HIPAA privacy regulations (4/14/03), all DPP workforce staff will receive training on the HIPAA statue generally and the privacy regulation. This training will be supplemented by training on applicable SOP relating to PHI as necessary and appropriate for such persons to carry out the job requirements within the division. 

2. Each new workforce staff receives the training as describe above within six (6) months after joining  DPP and the Training Branch maintains documentation of each staff members completion of said training.

3. Each new workforce staff whose job requirements are impacted by a material change in the policies and procedures relating to PHI, or by a change in position or job description, receives the training as describe above within a reasonable time after the change becomes effective.

4. Upon employment each workforce staff signs the CFC-219, Employee Confidentiality/Security Agreement, indicating their understanding and compliance to applicable policies and procedures relating to confidentiality and security 

5. The CFC-219 is then maintained in their personnel file. 

DPP Office, Programs and Facility Safeguards

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(c) Administrative requirements.

PROCEDURE:

1. DPP, offices, programs and facilities have in place appropriate administrative, technical and physical safeguards to reasonably secure and protect PHI from intentional or unintentional unauthorized use or disclosure.

2. DPP, workforce staff adhere to SOP 1.6.1 CONFIDENTIALITY AND SAFEGUARDS REGARDING CLIENT INFORMATION   pertaining to office, programs or facility safeguards to ensure the HIPAA privacy regulations:

Complaint Process

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(d)(f) Administrative requirements.

PROCEDURE:

1. If a client/individual believes their PHI privacy rights have been violated, they may file a complaint with DPP and/or with the Secretary of the U.S. Department of Health and Human Services. DPP and/or workforce staff will not retaliate against a client/individual for filing such a complaint.  To file a complaint with either entity, a client/individual is instructed to contact the CFC, HIPAA Compliance Officer, who will provide them with the necessary assistance and paperwork.

2. A client/individual that has any questions or concerns regarding their privacy rights or desires to file a complaint is informed by DPP office or DPP Quality Central workforce staff to contact: 

(a) CFC, Ombudsman's Office (HIPAA Compliance Officer) at (502) 564-5497 or

(b) The Cabinet for Families and Children

Ombudsman's Office

Attn: CFC HIPAA Compliance Officer

275 East Main Street (1E-B) 

Frankfort, Kentucky, 40621
Using the CFC-308, HIPAA Complaint Form provided by the local DPP office or Ombudsman’s office.

3. CFC, Ombudsman's Office at Quality Central will facilitate a client/individual’s right to file a complaint by receiving the client/individuals:

(a) Call and documenting the complaint using the CFC-308; or 

(b) Written complaint. If the written complaint is submitted without using a CFC-11 form, the information is transferred to the CFC-308 and the written complaint is attached.

4. CFC, HIPAA Compliance Officer:

(a) Investigates the circumstances of the alleged HIPAA rights violation with support from the CFC, HIPAA Privacy Officer, Records Management Section, Quality Central and Service Region Administrators and designees as required;

(b) Takes all reasonable and appropriate steps to mitigate the effects of any violation or actions to amend or create SOP’s for compliance per SOP 1.6.2(F) Mitigation Efforts;

(c) Informs the client/individual via DPP, Records Management Section, using the CFC-308, the resolution to the complaint; and

(d) Forwards the CFC-308, to DPP, Records Management Section to facilitate placement of the complaint in the client’s:

(i) Case record; and 

(ii) Accounting of disclosure file.
Workforce Staff Sanctions

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(e) Administrative requirements.

101 KAR 1:345. Disciplinary actions.

PROCEDURE:

1. It is the expectation of DPP that all workforce staff shall follow the guidelines as set forth concerning employee standards, code of ethics, and confidentiality pertaining to a client’s case record information and PHI. Deviation from these guidelines may result in disciplinary action as outlined in 101 KAR 1:345, Disciplinary actions.

2. Any DPP workforce staff who violates the confidentiality requirements of the HIPAA privacy regulations will be disciplined pursuant to 101 KAR 1:345(1). Any DPP workforce staff who intentionally or repeatedly violates the requirements of the HIPAA privacy regulations will be disciplined pursuant to 101 KAR 1:345(2) up to and including termination. Documentation of such disciplinary action is included in the employee’s personnel file.

Mitigation Efforts

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(f) Administrative requirements.

PROCEDURE:
1. CFC, Ombudsman’s Office (HIPAA Compliance Officer) coordinates mitigation efforts with support from the CFC, HIPAA Privacy Officer, Records Management Section, Quality Central and Service Region Administrators and designees as required.

Retaliation, Intimidation or Waiver of HIPAA Privacy Regulations Prohibited

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(g)(h) Administrative requirements.

PROCEDURE:
1. DPP nor any office, facility, program or workforce staff will retaliate against or intimidate a client/individual for exercising their rights or participating in any process relating to HIPAA compliance or for filing a complaint. Neither will DPP nor any office, facility, program or workforce staff require an client/individual waive any of their rights under HIPAA as a condition of DPP service.  

2. Workforce staff or any entity of DPP will not intimidate, threaten, coerce, discriminate against or take retaliatory action against any client or other individual for the following:

(a) The exercise of his/her rights pursuant to the HIPAA privacy regulations;

(b) Participation in any process, proceeding or investigation relating to HIPAA compliance; and

(c) The filing of a complaint related to PHI investigation, compliance review or legal proceeding with the CFC or the Secretary of the U.S. Department of Health and Human Services. 

3. Workforce staff or any entity of DPP will not require a client or other individual to waive any of their rights under HIPAA as a condition of treatment, payment or enrollment in a health plan or eligibility for benefits.

3. Violations of these requirements may result in disciplinary action as outlined in SOP 1.6.2(E) Workforce Staff Sanctions.

Standards of Practice and Procedures

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(i) Administrative requirements.

PROCEDURE:
1. DPP has designed and implemented Standards of Practice and procedures to assure appropriate safeguarding of PHI in its operations to be followed by each office, program, facility and all workforce staff.

2. DPP will change its SOP and procedures as necessary and appropriate to conform to changes in federal/state law or regulation. DPP may also make changes to SOP and procedures at other times as long as the changes are still in compliance with applicable law. When necessary, DPP will make corresponding changes in its CFC-300, Notice of Privacy Practices and inform clients of the specific details of the change and its impact concerning PHI privacy practices as required in SOP 1.6.3(A) Notice of Privacy Practices.  DPP may not implement a change in SOP or procedure prior to the effective date of the NOTICE OF PRIVACY PRACTICES.

Documentation Requirements
COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.530(j) Administrative requirements.

PROCEDURE:
1. DPP, offices, programs and facilities of the division maintains required Standards of Practice and procedures in written or electronic form and copies of all communications, actions, activities or designations as are required to be documented under the HIPAA privacy regulations, for a minimum period of six (6) years from the later of the date of creation or the last effective date. 

2. CFC, Ombudsman’s Office in conjunction with DPP, Records Management Section, local offices and workforce staff documents;

(a) Any and all signed authorizations;

(b) All complaints and their disposition if any;

(c) Any sanctions that are applied as a result of non-compliance to HIPAA privacy regulations;

(d) Any use or disclosure of PHI for research without the client’s authorization;

(e) Compliance with the Notice of Privacy Practices by retaining:

(i) Copies of current and past notices it issues;

(ii) Written acknowledgements of the receipt of Notice;

(iii) Written documentation of good faith efforts that failed to obtain written    acknowledgment; and

(iv) Any SOP’s required to implement compliance. 

3. Designated case records that are subject to access by clients/individuals and the titles of persons or offices responsible for receiving and processing requests for access.

4. All agreements with the client or personal representative by DPP regarding restriction of use and disclosure of PHI about the client to carry out treatment, payment or health care operations and the titles of persons or offices responsible for receiving and processing requests for restrictions.

5. All agreements with the client or personal representative by DPP regarding amendments to the client’s PHI and the titles of persons or offices responsible for receiving and processing requests for amendments.  

6. Accounting of disclosures of PHI required by HIPAA privacy regulations made by DPP to include:

(a) The date of the disclosure;

(b) The name of the entity or individual who received the PHI and, if known, the address of such entity or individual;

(c) A brief statement of the purpose of the disclosure that reasonably informs the individual of the basis of the disclosure;

(d) The written accounting of disclosure that is provided the individual; and 

(e) The titles of persons or offices responsible for receiving and processing requests for an accounting of disclosure by clients. 

Client’s Rights Regarding Protected Health Information (PHI)

INTRODUCTION:
DPP issues SOP to all offices, facilities, programs and workforce staff regarding the divisions obligations related to client/individual’s rights regarding their protected health information.

Notice of Privacy Practices

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.520 Notice of privacy practices for protected health information.

PROCEDURE:

1. DPP workforce staff provides the client/individual with a copy of the Notice of Privacy Practices: 

(a) Upon request by a client/individual; 

(b) During the first face-to face contact or first delivery of service on or after April 14th, 2003;( I changed this slightly since noting child welfare excluded APS, please advise) ; and

(c) Upon revisions of the Notice;

(i) Such revisions can be viewed on the most recent version of the Notice, found at CFC web site at http://cfc.state.ky.us/;

(ii) Such revised Notice will be posted at each DPP local office; and

(iii) Will be available to the client/individual upon request on or after the effective date of the revision.

2. DPP workforce staff:

(a) Obtains written acknowledgement on the cover sheet of the CFC-300, Notice of Privacy Practices from the client upon receipt or documents there were good faith efforts and why they failed to obtain written acknowledgment.

(b) Files the cover sheet only (the client retains the Notice of Privacy Practices) of the CFC-300, in the client’s case record along with other client health information.

Accounting of Disclosure

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.528 Accounting of disclosure of protected health information.

PROCEDURE:
1. A client/individual has a right to receive an accounting of disclosures of PHI by DPP during a time period specified up to six (6) years prior to the date of the request for an accounting except for disclosures:

(a) That occurred prior to April 14, 2003;

(b) To carry out TPO as permitted under law;

(c) To the client/individual about their own PHI;

(d) Pursuant to the client/individual’s authorization;

(e) To persons involved in the client/individual’s care; or

(f) Other notification purposes permitted under law.


2. The client/individual’s right to receive an accounting of disclosures of PHI to a health oversight agency or law enforcement official must be suspended for the time period specified by such agency or when an official provides a written statement asserting that the disclosure would be reasonably likely to impede the activities of the agency or official and specifying a time period for the suspension. Such a suspension may be requested and implemented based on a verbal notification for a period up to thirty (30) days. Such verbal requests are documented on the CFC-307, Record of Verbal Agreement concerning PHI, including the identity of the agency or official making the request. The suspension may not extend beyond thirty (30) days unless the written statement described herein is submitted during that time period.

3. All requests for an accounting of disclosure from a client or personal representative is directed to the Ombudsman’s Office (HIPAA Compliance Officer). 

4. The local DPP office or the Ombudsman’s Office provides the client or personal representative the CFC-304, Request for Accounting of Disclosure.

5. Upon receipt of the CFC-304, the Ombudsman’s Office validates and approves or denies the request.

6. The client or personal representative’s request (approved or denied) is sent to DPP, Records Management Section for processing and reply. 

7. A written accounting of disclosures of PHI will meet the following requirements:

(a) The accounting must include requested disclosures of PHI on or after April 14th, 2003 or that occurred during six (6) years (or such shorter time period as is specified in the request) prior to the date of the request.


(b) The accounting for each disclosure is to include:

(i) Date of disclosure;

(ii) Name of entity or individual who received the PHI, and, if known, the address of such  entity or individual;

(iii) A brief description of the PHI disclosed; 

(iv) A brief statement of the purpose of the disclosure that reasonably informs the client/individual of the basis for the disclosure, or in lieu thereof, a copy of the client/individuals authorization or the request for the disclosure.

8. If, during the time period for the accounting, multiple disclosures have been made to the same entity or client/individual for a single purpose, or pursuant to a single authorization, the accounting may provide the information set forth above for the initial disclosure and then summarize the frequency, periodicity, or number of disclosures made during the accounting period and the date of the last such disclosure during the accounting period.

9. The client/individual’s request for an accounting of disclosure is to be acted upon on later than sixty (60) calendar days after receipt, as follows:

(a) Provide the accounting of disclosure as requested, or

(b) If unable to provide the accounting of disclosure within sixty (60) calendar days, the time for response may be extended by no more than thirty (30) additional calendar days, provided that:

(i) Within sixty (60) calendar days, the client/individual is given a written statement of the reasons for the delay and the date by which the accounting of disclosure will be provided, and 

(ii) There are no additional extensions of time for response.

10. The first accounting of disclosure in any twelve (12) month period will be provided to the client/individual without charge. A cost-based fee of ten cents per page, plus postage will be charged for additional accounting of disclosures within the twelve (12) month period, provided the client/individual is informed in advance of the fee and is permitted an opportunity to withdraw or amend the request.

11. DPP, Records Management Section documents and retains documentation, in written or electronic format for six (6) years on all:

(a)   Information required to be included in an accounting of disclosures of PHI;

(b) Written accountings of disclosure provided to client/individuals; and

(c) Titles of workforce staff or offices responsible for receiving and processing request for an accounting from client/individuals.

(d) Correspondence, forms and request from the Ombudsman’s Office of any nature regarding PHI.

12. DPP, Records Management Section uses the CFC-309, Accounting of Disclosure Tracking Log to track each client’s PHI disclosure and each request for an accounting of disclosure. 

Access and Obtaining a Copy

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.524 Access of individuals to protected health information.

PROCEDURE:
Client/individual’s have a right to access and obtain a copy of their PHI and any information in their designated case record except as set forth below:

1. Denial of Access without a right of review where:

(a) Information was complied in anticipation of litigation; 

(b) Psychotherapy notes were obtained;

(c) Information was collected in the course of research that includes treatment of the client/individual agreed to a suspension of the right of access during the research period; 

(d) Information was obtained as otherwise authorized by law; and

2. Denial of Access with a right of review where: 

(a) Access is determined by a licensed professional to be likely to endanger life or physical safety of the client/individual or another person and such determination is documented; and

(b) A Personal Representative requests access and a licensed professional determines that such access is reasonably likely to cause substantial harm to the client/individual or another person and such determination is documented.

3. Right of Review: 

(a) When the basis for denial of access gives a right of review, the client/individual has a right to have the denial reviewed by another licensed professional who did not participate in the original denial decision. Such review must be completed in a reasonable period of time and the Ombudsman’s Office, via DPP, Records Management Section, will promptly:

(i) Provide the client/individual with notice of the reviewer’s decision; and

(ii) Comply with the determination to provide or deny access.

4. Timely Review by the Ombudsman’s Office, via DPP, Records Management Section

(a) Forwards to the client/individual a letter of receipt within three (3) business days after receipt of the client/individual’s request, including an approximate date  when the requested case record information will be mailed if after review they have legal access ;

(b) Informs the client/individual using the CFC-301, Request for Client’s Access to PHI if the request is approved or denied; 

(c) Acts on a request for access no later than thirty (30) calendar days after receipt unless the time period is extended as permitted below: 

(i) If the information to be accessed is not maintained or accessible on-site the request will be acted on no later than sixty (60) calendar days after receipt; or

(ii) If the request for access is not acted on within the application thirty (30) or sixty (60) day period, it may extend the time for response by no more than thirty (30) calendar days, provided the client/individual is provided written notice of the reasons for the delay and the date the by which a responsive action will be taken.

5. Provision of Access: 

(a) The Ombudsman’s Office, via DPP, Records Management Section will provide the client/individual with access to the information in a form or format requested if it is readily producible in such a form or formats or in a readable hard copy as mutually agreed upon by:

(i) Informing the client/individual of the applicable cost-based fee using the CFC-301 (if applicable);

(ii) Arranging for a convenient time/place for inspection and copying; or 

(iii) Mailing the information at the client/individual’s request upon receipt of the fee. 

6. Denial of Access: 

(a) The Ombudsman’s Office, via DPP, Records Management Section will provide a timely, written denial of access to the client/individual, written in plain language, explaining the basis for denial and any applicable right of review and the complaint process available to them using the CFC-301.

7. Documentation: 

(a) DPP, Records Management Section will document and retain for six (6) years from the date of its creation the designated case record subject to access and the titles of persons or DPP division responsible for receiving and processing the request for access. 

Request Amendment

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.526 Amendment of protected health information.
PROCEDURE:
1. Client/individuals have a right to request DPP amend PHI for as long as the division maintains the information though DPP does not have to agree to the amend the PHI requested. 

2. All requests to amend PHI from a client or personal representative are directed to the Ombudsman’s Office (HIPAA Compliance Officer). 

3. CFC, Ombudsman's Office at Quality Central will facilitate a client’s right to request amendment of PHI by:

(a) Providing the client/individual with CFC-302, Request for Amendment to PHI to be filled out and submitted to CFC, Ombudsman's Office at Quality Central  requesting the amendment to PHI;

(b) Verifying the request is signed by the client or personal representative having legal authority to request the amendment to PHI;  

(c) Sending notification to the guardian of a client, if the client requests amendment and request the guardian complete the CFC-302;

(d) Working with CFC, HIPAA Privacy Officer, Records Management Section, Quality Central and Service Region Administrators and other workforce staff as appropriate and required to approve or deny the amendment;

(e) Acting on the request within sixty (60) calendar days of receipt, or ninety (90) calendar days upon notification to the client/individual within the first sixty (60) calendar days of the reason for the delay and the date by which action will be taken.

4. If the request for amendment to PHI is approved, CFC, Ombudsman's Office at Quality Central:

(a) Informs the client/individual via DPP, Records Management Section, using the CFC-302,that the amendment is accepted and approved; 

(b) Verifies, on the CFC-302, that the client/individual has authorized notification of all relevant individuals or entities with which the amendment needs to be shared; 

(c) Forwards the CFC-302, to DPP, Records Management Section to facilitate: 

(i) Placement of the amendment to PHI in the client’s case record and document the amendment in the same section of the record as the original information; 

(ii) Reasonable efforts, within a reasonable time frame to notify all:

· Individuals and/or entities identified by the client on the CFC-302; and

· Relevant individuals or entities, including business associates with whom DPP knows has been provided the PHI that is subject to the amendment who may have relied upon the information prior to amendment to the detriment of the client. If a service for which billing or a charge has already been submitted, a review will occur to see if it should be amended or changed as well to reflect the amended information.

5. If the request to amend PHI is denied CFC, Ombudsman's Office at Quality Central:

(a) Provides the client with a written denial via DPP, Records Management Section, using the CFC-302, including: 

(i) The subject of the request is:

· Not part of the case plan/case record for PHI;

· Not available for inspection; or

· Accurate and complete; 

(ii) A notice of the client/individual’s rights to:

· Submit a written statement of disagreement and instructions on how to file the statement; or

· Request that future disclosure of the PHI include copies of the request and denial; and

(iii) How to file a compliant to the CFC, Privacy Officer or U.S. Secretary of Health and Human Services;

(b) Provide a copy of any rebuttal to the client/individual; 

(c) As appropriate, forward the CFC-302,  to DPP, Records Management Section to facilitate:

(i) Placement of the disputed amendment to PHI and append and or otherwise link the request, the denial and any statement of disagreement and/or rebuttal to the client’s case record; 

(ii) Future disclosures of this case record to include:

· Any statement of disagreement; or 

· In response to the client/individual, the amendment request and the denial.

6. If CFC, Ombudsman's Office is informed by another covered entity about an amendment to a client’s PHI the DPP, Records Management Section will amend the information in the client’s case record by, at minimum, identifying the affected record and appending or otherwise providing a link to the location of the amendment.

7. DPP, Open Records Section is responsible for documenting request for amendments and will retain the request and subsequent decision provided by the Ombudsman's Office for a period of six (6) years.

Request Confidential Communication

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.522(b) Rights to request privacy protection for protected health information.
PROCEDURE:
1. DPP will accommodate a reasonable request by a client/individual to request to receive communications of PHI by alternate means or at alternate locations.

2. All requests to receive communication of PHI by alternate means and/or alternate locations from a client or personal representative should be directed to the Ombudsman’s Office (HIPAA Compliance Officer). 

3. CFC, Ombudsman's Office at Quality Central will facilitate a client or personal representative’s right to request communication of PHI by alternate means and/or alternate locations and determine whether the request is reasonable by:

(a) Providing the client or personal representative the CFC-301, Request for Client’s Access to PHI;

(b) Approving or denying the request upon receipt of the CFC-301; 

(c) Forwarding the client or personal representative’s request (approved or denied) to DPP, Records Management Section for documentation and reply. 

Request Restrictions of Use and Disclosure

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.522(a) Rights to request privacy protection for protected health information.

PROCEDURE:
1. Client/individuals have a right to request DPP restrict use and disclosure regarding PHI for as long as the division maintains the information, though DPP does not have to agree to the restriction requested. 

2. All requests to restrict use and disclosure of PHI from a client or personal representative are directed to the Ombudsman’s Office (HIPAA Compliance Officer). 

3. CFC, Ombudsman's Office at Quality Central will facilitate a client/individual’s right to request that DPP restrict use and disclosure of PHI made for TPO or disclosure to family or others involved in care by:

(a) Providing the client with a CFC-303, Request to Restrict  PHI, to be filled out and submitted to CFC, Ombudsman's Office at Quality Central;

(b) Verifying, upon receipt, the request is signed by the client or personal representative requesting the restriction of PHI and their legal authority to do so;  

(c) Sending notification to the guardian  of a client, if the client request restriction of PHI and requesting that the guardian complete the CFC-303;

(d) Working with CFC, HIPAA Privacy Officer, Records Management Section, Quality Central and Service Region Administrators and other workforce staff as appropriate and required to approve or deny the request.

4. If the request for a restriction of PHI is approved CFC, Ombudsman's Office at Quality Central will:

(a) Inform the client via DPP, Records Management Section, that the restriction of PHI is approved using the CFC-303; 

(b) Abide by the restriction, unless the client is in need of emergency treatment and the:

(i) Information is needed for treatment;

(ii) Disclosure is to a treatment provider for purposes of such treatment; and

(iii) DPP request the treatment provider agree not to further disclose the PHI;

(c) Forward the CFC-303, to the DPP, Records Management Section to facilitate : 

(i)      Placement of the CFC-303, approving the restriction in the client’s case record and document the restriction in the same section of the case record as the original information.

5. If the request for a restriction of PHI is denied CFC, Ombudsman's Office at Quality Central will:

(a) Inform the client/individual via DPP, Records Management Section, that the restriction of PHI is denied using the CFC-303; 

(b) Forward the CFC-303, to DPP, Records Management Section to facilitate : 

(i) Placement of the CFC-303, denying the restriction in the client’s case record.

6. CFC, Ombudsman's Office at Quality Central may terminate the agreement to a restriction if the:

(a) Client agrees to or requests the termination in writing using the CFC-303;    

(b) Client verbally agrees to or requests the termination and the verbal agreement is documented using the CFC-307, Record of Verbal Agreement concerning PHI;

(c) CFC, Ombudsman's Office informs the client  they are terminating the agreement to the restriction in writing using the CFC-303, that such termination is only effective with respect to PHI created or received after it has so informed the client; and

(d) CFC, Ombudsman's Office forwards to DPP, Records Management Section the:

(i) CFC-307, Record of Verbal Agreement concerning PHI terminating the restriction; or

(ii) CFC-303, Request to Restrict  PHI  terminating the restriction; 

(c) DPP, Records Management Section facilitates placing the form terminating the restriction in the client’s case record and document the restriction in the same section of the case record as the original information. This documentation is retained for six (6) years 

Minimum Necessary Use, Disclosure or Request of PHI BY WORKFORCE STAFF

INTRODUCTION:
DPP, offices, facilities, programs and workforce staff when using or disclosing PHI or when requesting PHI from another covered entity must make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of use, disclosure or request. 

1. DPP, offices, facilities, programs and workforce staff may rely on a request for disclosure as being for the minimum necessary amount of PHI if:

(a) The disclosure is to a public official and is permitted under 45 CFR 164.512, Uses and disclosures for which an authorization or opportunity to agree or object is not required;

(b) The request is from another covered entity; or 

(c) The request is from DPP, offices, facilities, programs, and workforce staff or from a business associate in order for TPO.  

Minimum Necessary Use

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:

45 CFR 164.502(b) Uses and disclosure of protected health information: General rules.
45 CFR 164.514(d)(2) Other requirements relating to uses and disclosures of protected health information
PROCEDURE:

1. When using PHI, DPP will:

(a) Identify DPP workforce staff who need access to PHI to carry out their job functions, to include;

(i) Case management,

(ii) Administrative, and

(iii) Service provision;

(b) Identify the type of PHI to which each workforce staff  or group needs access as well as the conditions under which they need the access through Cabinet security clearances and leveled degrees of computer access pertaining to job assignments; and

(c) Make reasonable efforts to limit the access of its workforce staff to only the information appropriate to fulfill their jobs.

Minimum Necessary Disclosure

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:

45 CFR 164.502(b) Uses and disclosure of protected health information: General rules.
45 CFR 164.514(d)(2) Other requirements relating to uses and disclosures of protected health information
PROCEDURE:

1. When disclosing PHI by DPP workforce staff the division will distinguish between routine/recurring disclosures, all other disclosures and exceptions to the minimum necessary disclosure requirement.

2. For routine/recurring disclosures, DPP will identify:

(a) The types of PHI to be disclosed, to include;

(i) Medical history,

(ii) Immunization record,

(iii) Personal information (e.g. social security number, address),

(iv) Treatment information,

(v) Developmental information,

(vi) Psychiatric assessment,

(vii) Alcohol and drug abuse information,

(viii) HIV/AIDS information,

(ix) Benefits eligibility,

(x) Payment records, and

(xi) Medicaid claim information.

(b) The workforce staff , which have conditioned access to a client’s PHI as assigned through Cabinet security clearances and leveled degrees of computer access pertaining to job assignments, to include; 

(i) Case management,

(ii) Administrative, and

(iii) Service provision;

(c) The conditions that apply to such access.

3. For non-routine disclosures DPP will implement procedures that:

(a) Develop reasonable criteria to limit the amount of information disclosed to the minimum necessary to accomplish the purpose of the disclosure upon review by the; 

(i) DPP management at the office level and Quality Central, or

(ii) Ombudsman’s Office, and/or 

(iii) Privacy Officer;

(b) Use these criteria to review disclosures on an individual basis.

4. Exceptions to the minimum necessary disclosure requirement include disclosure:

(a) To the client/individual who is the subject of the information;

(b) Made pursuant to an authorization;

(c) To or requests by healthcare providers for treatment purposes;

(d) Required for compliance with HIPAA transactions

(e) To the Federal Department of Health and Human Services pursuant to a privacy investigation; and

(f) Otherwise required by HIPAA regulations or other law.
Minimum Necessary Request

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:

45 CFR 164.502(b) Uses and disclosure of protected health information: General rules.
45 CFR 164.514(d)(4) Other requirements relating to uses and disclosures of protected health information
PROCEDURE:

1. When requesting PHI from other covered entities, DPP will limit its request to that PHI, which is reasonably necessary to accomplish the purpose of the request. 

2. For routine/recurring request DPP will implement procedures that will:

(a) Identify what PHI is reasonably necessary for the purpose of the request, to include;

(i) Medical history,

(ii) Immunization record,

(iii) Personal information (e.g. social security number, address),

(iv) Treatment information,

(v) Developmental information,

(vi) Psychiatric assessment,

(vii) Alcohol and drug abuse information,

(viii) HIV/AIDS information,

(ix) Benefits eligibility,

(x) Payment records, and

(xi) Medicaid claim information.

(b) Limit the request for PHI to only that information.

3. For all other request DPP will implement procedures that will:

(a) Review the request on an individual basis by the; 

(i) DPP management at the office level and Quality Central, or

(ii) Ombudsman’s Office, and/or

(iii) Privacy Officer;

(b) Determine the PHI requested is limited to information reasonably necessary to accomplish the purpose of the request.

Authorization for Use or Disclosure of PHI
COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.508(a)(b)(c)(d)(e) Uses and disclosure for which an authorization is required.

INTRODUCTION:
DPP issues SOP regarding the use and disclosure of PHI and necessary documentation of authority for such use or disclosure, when use/disclosure is for purposes outside of those permitted by law relating to treatment, payment or health care operations, or public responsibilities.

PROCEDURE:

Each authorization for the use or disclosure of an individual’s PHI will be written in plain language and is to include the following content information requirements:

1. A specific and meaningful description of the information to be used or disclosed;

2. The name or identification of the person or class of person(s) authorized to make the use or disclosure;

3. The name or identification of the person or class of person(s) to whom the requested use or disclosure may be made;

4. Purpose of the disclosure or statement that disclosure is at request of the client/individual;

5. An expiration date, condition or event that relates to the client/individual or the purpose of the use or disclosure; the authorization shall state that it will expire on the date the client/individual specifies by written revocation using CFC-306, Revocation of Authorization.
6. A statement of the individual's right to revoke the authorization in writing, and exceptions to the right to revoke, together with a description of how the individual may revoke the authorization. Upon written notice of revocation, further use or disclosure of PHI shall cease immediately except to the extent that the office, facility, program or workforce staff has acted in reliance upon the authorization or to the extent that use or disclosure is otherwise permitted or required by law;

7. Other statement that treatment, payment, enrollment or eligibility cannot be conditioned on individual signing the authorization or statement setting forth consequences of not signing;

8. A statement that the information may only be re-released with the written authorization of the individual, except as required by law;

9. The dated signature of the individual, and;

10. If the authorization is signed by a personal representative of the individual, a description and proof of the representative's authority to act on behalf of the individual.

11. The CFC-305, Authorization for Release, Use or Disclosure of PHI will be used by DPP to facilitate the aforementioned requirements to obtain and document authorization except for psychotherapy and/or psychiatric records or notes, which will require authorization using the CFC-305A, Authorization for Release, Use or Disclosure of Psychotherapy and/or Psychiatric Records or Notes.

Use or Disclosure not Requiring Authorization

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.512 Uses and disclosures for which an authorization or opportunity to agree or object is not required.

PROCEDURE:
1. CFC, DPP can may use/disclose a client/individual’s PHI without a signed written authorization from the client/individual for the following purposes:

(a) Treatment - DPP does not be provide direct treatment for a client/individuals medical needs, however DPP and authorized workforce staff may need to provide a client/individual’s PHI to other entities, including, but not limited to, medical personnel, medical institutions or community partners in order to ensure that you receive our protective services to the fullest extent. Frequently, DPP, Social Service Workers (SSW) provide members of the medical profession with PHI in order to obtain their expertise and knowledge as to whether protective services are needed or to provide treatment when necessary.

(b) Payment - In order for Medicaid to pay for client/individuals health care treatment, DPP in the Cabinet for Families and Children receives client/individuals health information from direct treatment providers and transmits that information electronically to the Department for Medicaid Services in the Cabinet for Health Services. 

(c) Health Care Operations - DPP may need a client/individuals diagnosis, treatment and outcome information in order to improve the quality or cost of the health care service delivered. Furthermore, DPP may want to use health information, such as your name, address, phone number and treatment dates, to provide protective services or carry out the Cabinet’s responsibilities under state and federal law. 

(d) As required or permitted by law - Sometimes DPP must report some of a client/individuals PHI to legal authorities, such as law enforcement officials, court officials or government agencies. DPP may have to disclose PHI in a judicial or administrative proceeding or to respond to a court order.

(e) Health oversight agency activities – DPP may disclose a client/individuals PHI to authorities so they can monitor, investigate, inspect, discipline or license those who work in the health care system or for government benefit programs.

(f) Public health activities - DPP may be required to report a client/individuals PHI to authorities to help prevent or control disease, injury or disability.  This may include, but is not limited to, using a client/individuals PHI to report certain diseases, injuries, birth or death information or information related to child abuse or neglect.

(g) Research - Under certain circumstances, and only after approval by the Institutional Review Board as required by federal law, DPP may use and disclose a client/individuals PHI for research.  

(h) To avoid a serious threat to health or safety - DPP may release a client/individuals PHI to the proper authorities if DPP believe, in good faith, that such release is necessary to prevent or minimize a serious and approaching threat to the client/individual or the public’s health or safety, as required by law.

(i) Military, national security, or incarceration/law enforcement custody - If the client/individual is involved with the military, national security or intelligence activities or is in the custody of law enforcement officials or an inmate in a correctional institution, DPP may release their PHI to the proper authorities so they may carry out their duties under the law.

(j) Workers’ compensation. –DPP may disclose a client/individuals PHI to the appropriate persons in order to comply with the laws related to worker’s compensation or other similar programs. 

(k) Activities related to death – DPP may disclose your PHI to coroners, medical examiners and funeral directors so they can carry our their duties related to your death, such as identifying the body, determining cause of death, or in the case of funeral directors, to carry out funeral preparation activities.

(l) Organ, eye or tissue donation – DPP may disclose your PHI to people involved with obtaining, storing or transplanting organs, eyes or tissue of cadavers for donation purposes, if the clients has signed in advance a health care directive signifying the desire to be an organ donor.

(m) De-identified PHI - De-identified individual PHI is not considered to be individually identifiable health information and the HIPAA privacy regulations do not apply. 

2. Except for the situations listed above, DPP will obtain a client/individuals specific written authorization using the CFC-305, Authorization for Release Use or Disclosure of PHI, or the CFC-305A, Authorization for Release, Use or Disclosure of Psychotherapy and/or Psychiatric Records or Notes for any other release of PHI. If a client/individual signs a CFC-306, Revocation of Authorization, they may withdraw their authorization at any time, as long as the withdrawal is in writing.  

De-identification not Requiring Authorization

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.502(d) and 164.514(a)(b)(c)(e)

PROCEDURE:
1. CFC, DPP may use and disclose de-identified PHI without the client/individual’s authorization. De-identified individual PHI is not considered to be individually identifiable health information and the HIPAA privacy regulations do not apply. 

2. DPP may de-identify individual PHI by two (2) methods outlined below: 

(a) A person with appropriate knowledge applying generally accepted statistical and scientific methods makes a determination that the risk of re-identification of certain information is very small that the anticipated recipients could re-identify the information;

(b) DPP removes all of the following identifiers of the individual, relatives, employers and household members; providing that the covered entity has no actual knowledge that after removal of the following could be used alone or combined with other information to re-identify an individual:

(i) Names;

(ii) All geographic codes smaller than State, including street, city, county, precinct or zip code. However, the first three digits of the zip code may be used if it represents more than 20,000 people (per the most recent data from the Bureau of Census);

(iii) All date elements related to an individual. The year element can be kept except for any age indicator for individuals over age eighty-nine (89). For individuals over age eighty-nine (89), the age may be aggregated into a ninety plus (90+) category;

(iv) Telephone number; 

(v) Fax number; 

(vi) Email address; 

(vii) SSN, medical record numbers; 

(viii) Health plan beneficiary number, 

(ix) Account numbers; 

(x) Certificate/license numbers; 

(xi) Any vehicle identifiers (serial number, license plate, etc.); 

(xii) Device identifiers & serial numbers; 

(xiii) URL’s; 

(xiv) IP address, biometrics identifiers (e.g. fingerprint, voiceprint, etc.); 

(xv) Full face photographic or comparable images; and

(xvi) Any other unique identifying number, characteristic or code.

3. Gender, race, ethnicity and marital status are not required to be removed.

Use or Disclosure not Requiring Authorization the Client has an Opportunity to Agree, Restrict or Object

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:
45 CFR 164.510 Uses and disclosures requiring an opportunity for the individual to agree or to object.

PROCEDURE:
1. CFC, DPP may use/disclose limited information regarding PHI without a signed written authorization upon the client/individual’s advanced notification and opportunity to agree, restrict or object. DPP may orally inform the client/individual of and obtain their oral agreement, restriction or objection for the following purposes:

(a) DPP may release limited PHI about a client/individual to persons such as family members, relatives or close personal friends, which help care for or pay medical bills for the client/individual.  Information released to these individuals may include a client/individual’s location, general condition or death. Client/individuals have the right to agree, restrict or object orally to such disclosure, unless the client/individual is not present, is unable to function or there is an emergency.  

(b) DPP may release limited PHI about a client/individual to organizations authorized to handle disaster relief efforts so those who care for the client/individual can receive information about their location or health status.  DPP may allow client/individual to agree, restrict or object orally to such disclosure, unless the client/individual is unable to function or there is an emergency.  

2. Prior to use or disclosure of a client/individual’s PHI for the aforementioned purposes DPP workforce staff will:

(a) Verbally inform the client/individual in advance;

(b) Provide the client/individual an opportunity to verbally agree, restrict or object;

(c) Document the client/individuals verbal agreement, restriction or objection using CFC-307, Record of Verbal Agreement concerning PHI ; 

(d) Comply with the client/individual’s verbal request; 

(e) File CFC-307, in the client/individual’s case record for documentation; and

(f) In circumstances, such as emergency or the client/individual is unable to function make decisions concerning use or disclosure based on their professional judgement of what is in the client/individual’s best interest.

Open Records Request and Disclosure of Information

INTRODUCTION:
Any client shall have access to their case record, except for adoption and termination case records, which may only be shared upon receipt of a court order from the court of jurisdiction that granted the adoption and/or termination. Before a client can have access to their case record, workforce staff will be aware and comply with confidentiality laws so that proper disclosure is made. Exceptions to KRS 61.870 through KRS 61.884 OPEN RECORDS include KRS 194B.060, KRS 209.140, KRS 620.050, KRS 625.045 and 45 CFR Parts 160 and 164, the HIPAA privacy regulation, related to privacy policy and procedures of Protected Health Information (PHI). Request for case records from anyone without legal access will be subject to disclosure only upon order of a court of competent jurisdiction. If a client requests for someone other than himself or herself to review their case record, they are required to provide DPP, Records Management Section with a signed authorization to allow access/disclosure of the case record.

A copy of Notice outlining regulations governing the access and disclosure of Public Records of the Cabinet for Families and Children, Department for Community Based Services will be displayed in a prominent location in every office to which the public has access.

Open Records Request

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:

45 CFR Parts 160 and 164
KRS 61.870 through KRS 61.884 OPEN RECORDS

KRS 194B.060 Confidentiality of records and reports.

KRS 209.140 Confidentiality of information.

KRS 620.050 Immunity for good faith actions or reports -- Investigations – Confidentiality of reports -- Exceptions -- Parent's access to records -- Sharing of information by children's advocacy centers -- Confidentiality of interview with child -- Exceptions.

KRS 625.045 Confidentiality and sealing of files and records.

KRS 625.108 Confidentiality and sealing of files and records.

922 KAR 1:320. Service appeals.

PROCEDURE:

When an applicant (client, a former client’s attorney or individuals other than the client) requests access/ disclosure of the client’s case record, DPP, workforce staff at the local office or Records Management Section will:

1. Provide the applicant  with the B-010-1 form, to facilitate the request;

2. Notify the applicant that request for a client’s health information must be directed to:

(a) CFC, Ombudsman's Office (HIPAA Compliance Officer) at (502) 564-5497 or

(b) The Cabinet for Families and Children

Ombudsman's Office

Attn: HIPAA Compliance Officer

275 East Main Street (1E-B) 

Frankfort, Kentucky, 40621

Using the CFC-301, Request for Client’s Access to PHI. 

3. Notify the applicant of the fee for processing the request to include:

(a) Information provided that totals 20 pages or more will incur a charge of ten cents per page, plus postage and the applicant will be informed of the charges after receiving the request;

(b) Making the check or money order payable to the Kentucky State Treasurer; 

(c) Mailing the check or money order to DPP,  Records Management Section; and

4. Notify the applicant of the necessity of giving detail in the description of the case record  being requested, including, but not limited to:

(a) Client’s case record name(s)

(b) County where the client’s case record originated;

(c) Client’s date of birth;

(d) Client’s parent(s) name (for child/adolescence’s record is under parent(s) name);

(e) Dates client received services; 

(f) Client’s Social Service Workers name; 

(g) Specific information requested to inspect;

(h) Applicant’s name;

(i) Mailing address where the applicant desires the requested information be sent; and

(j) Applicant’s signature and date.  

5. Provide the applicant assistance in completing the form;

6. Notify the applicant that an Open Records request for:

(a) A minor, under the age of eighteen (18) requires the request be signed by the parent/guardian that has legal custody or joint custody and proof of custody be mailed with the request. 

(b) An adult, eighteen (18) years of age or older that still has a court appointed guardian  must have the request signed by the guardian and provide legal proof of guardianship;

(c) Child Protective Service (CPS) and Adult Protective Services (APS) case record information may be released to the alleged perpetrator if  the referral is substantiated or unsubstantiated except for a client’s individual PHI which requires the client’s authorization;

(d) CPS case record information on a child that is substantiated may be released to the non-custodial parent;

(e) CPS case record information that is deemed unsubstantiated will not be released to the non-custodial parent unless by court order or written authorization from the custodial parent;

(f) CPS case record information when a court of jurisdiction has ordered Termination of Parental Rights (TPR) can only be released by court order; 

(g) Adoption records that have been sealed by court order can only be released by court order from the county of record; and

(h) All other client’s case record information request by an individual or agency other than by the client or their personal representative (a person who has authority under applicable law and provides documentation to that effect), requires the client’s written authorization.

7. Notify the applicant, if other than the client or personal representative to attach a signed legally effective release by the client to authorize disclosure  to the B-010-1; 

8. Notify the applicant (non-client) that request for PHI regarding the client must be limited to information which is reasonably necessary to achieve the purpose for which the access/disclosure is sought and documented on the B-010-1;

9. Notify the applicant (non-client) that’ without a signed legally effective authorization to access/disclosure information by the client, there may be delays in processing the request or the request may be denied; 

10. Notify the applicant that upon completion of form, B-010-1, and authoritative documentation as personal representative (if applicable), mail the form and any applicable authoritative documentation to the Records Management Section. DPP workforce staff will not mail the form for the applicant. All requests for Open Records are mailed to the following:

Records Management Section

Division for Protection and Permanency

Attn: Official Custodian of Records (3E-G)

275 East Main Street

Frankfort, Kentucky 40621

11. Notify the applicant that a request for Open Records is not required to be on form, B-010-1. Any request made in writing will be accepted and treated as an official request under Open Records, however the written request must still contain the aforementioned required information and be signed by the applicant 

Open Records Receipt of Request and Disclosure

COA STANDARDS:

G1. Ethical Practice, Rights and Responsibilities

LEGAL AUTHORITY:

45 CFR Parts 160 and 164
KRS 61.870 through KRS 61.884 OPEN RECORDS

KRS 194B.060 Confidentiality of records and reports.

KRS 209.140 Confidentiality of information.

KRS 620.050 Immunity for good faith actions or reports -- Investigations – Confidentiality of reports -- Exceptions -- Parent's access to records -- Sharing of information by children's advocacy centers -- Confidentiality of interview with child -- Exceptions.

KRS 625.045 Confidentiality and sealing of files and records.

KRS 625.108 Confidentiality and sealing of files and records.

922 KAR 1:320. Service appeals.

PROCEDURE:

When a Open Records request is received at DPP, Records Management Section, the Official Custodian of Records or designee:

1. Verifies the request is signed by the person requesting the information; 

2. Checks The Worker’s Information System (TWIST)  and the Department for Libraries and Archives for the requested case record or contacts the appropriate DPP office and solicits a copy of the record being requested at which time DPP workforce staff mails a copy of the case record to the Official Custodian of Records;

3. Forwards to the applicant a letter of receipt within three (3) business days after receipt of the applicant’s request, including an approximate date  when the requested case record information will be mailed if after review the applicant has legal access ;

4. Determines if the applicant has legal access to the case record information requested to include, but not inclusive that;

(a) The applicant is the client requesting information on their case record information;

(b) The applicant is the personal representative of the client and has provided legal documentation to that effect;

(c) The applicant is the parent/guardian of a minor that has legal custody or joint custody and has provided legal documentation to that effect; 

(d) The applicant is the alleged perpetrator of a substantiated or unsubstantiated CPS or APS case and is requesting information other than the client’s PHI;

(e) The applicant has the client or personal representative’s written authority  to access the case record and any PHI requested is the minimum necessary to accomplish the intended purpose;

(f) The applicant is requesting case record information on a client’s PHI and is not required by law to obtain the client’s authorization prior to disclosure; 

(g) The applicant has provided a subpoena with the request for a client’s case record information and DPP Records Management Section: 

(i) When they are accompanied by the order of a court or administrative tribunal, and then only the PHI expressly authorized by the court may be submitted:

· If there is no court order, when DPP receives satisfactory assurance from the applicant that he or she has made reasonable efforts to ensure that the affected client/individual has been given notice of the request; and

· When DPP receives satisfactory assurance from the applicant that he or she has made reasonable efforts to secure a special court order (qualified protective order) prohibiting the litigating parties from using the PHI for any purpose other than litigation and requiring the return of all PHI to DPP or its destruction at the end of litigation;

(ii) Verify the subpoena has been filed through the courts by confirmation of the court clerks signature and stamp;

(iii) Notify the issuing party (if the subpoena does appear to be filed through the court) that the subpoena can only be honored  as an Open Records request unless it is filed through the court clerks office; 

(iv) Confer with the , HIPAA Compliance Officer or the  Office of General Counsel (OGC) with questions or concerns regarding the release of information relating to subpoenas;

(v) Determine if DPP will honor the subpoena  and disclose the client’s case record information requested based on the legal requirements under Open Records and HIPAA or file an objection; 

(vi) Consult with the HIPAA Compliance Officer or the OGC if there appears to be grounds for objection and follow their directives; and

(vii) Disclose a copy of the information requested if it has been determined that DPP will honor the subpoena based on the aforementioned criteria after first redacting from the copies any reference to the initial referral source on all protective services investigations;   

(h) The applicant has provided a court order with the request for a client’s case record information and the Records Management Section is to: 

(i) Review the court order to ensure all required signatures, including that of the judge are present;

(ii) Review the court order to ensure the court order specifically states the referral source(s) are to be shared. Referral sources can only be shared by direct court order stating such;

(iii) Confer with the HIPAA Compliance Officer or the OGC on questions or concerns regarding the release of information relating to court orders;

(iv) Determine if DPP will honor the court order  and disclose the client’s case record information requested based on the legal requirements under Open Records and HIPAA or file an objection;

(v) Consult with the OGC if there appears to be grounds for objection and follow their directives; 

(vi) Make copies of  all the protective services investigations and redact the initial referral source throughout  prior to disclosure of  the client’s case record information for all court ordered disclosures that do not specifically require them; and

(vii) Submit a copy of the case record information in it’s entirety (with only the redacted initial referral source copies of the protective service investigation when applicable) to the court as ordered.

5. Upon determination of the applicant’s legal access to the case record information, reviews the record and redact:

(a) The initial referral source, unless so ordered by the court;

(b) Any references or names of other persons, which may be an invasion of privacy if released,

(c) All client’s individual PHI or other information not requested, and 

(d) Any other information that is in violation of current confidentiality laws;

6. Copies and forwards by mail the redacted case record information to the address listed by the applicant on the request;

7. Upon determination that a request for case record information will not be honored, in whole or part due to legal restrictions, lack of authorization, lack of authoritative documentation as personal representative or the information requested is not contained in DPP records, mail a written notice to the applicant and the Office of the Attorney General citing the reason(s) for the denial to include the:

(a) Specific missing information required to process request;

(b) Specific exception contained in KRS 61.878(1) authorizing denial; 

(c) Confidentiality of PHI compliant to HIPAA regulations authorizing denial;

(d) Departments, agencies or individuals (if known) that may be able to provide the requested information that DPP does not have; and

(e) Rights of the applicant to request an appeal pursuant to 922 KAR 1:320 to review the denial. 
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