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6.010 AUTHORITY
The laws and regulations related to Confidentiality and Safeguarding Records are:
UNITED STATES CODE (USC):  USC, Title 15, Chapter 41, Subchapter III, Section 1681 et seq. (and the sections that follow); USC, Title 26, Subtitle F, Chapter 61, Subchapter B, Section 6103; USC, Title 26, Subtitle F, Chapter 75, Subchapter A, Part I, Sections 7213 and 7213A; and USC, Title 42, Chapter 7, Subchapter IV, Part D, Section 654.

SOCIAL SECURITY ACT (SSA):  Title IV, Part D, Sections 453, 454, 463, 464, and 466.

NOTE:  USC contains the information that is in SSA.  The difference in section cites for USC and SSA is the first digit of the section number.  USC section cites begin with a “6” and SSA section cites begin with a “4.”

PUBLIC LAW (PL):  PL 104-191.

CODE OF FEDERAL REGULATIONS (CFR):  Title 45, Volume 1, Chapter I, Parts 160, and 164; and Title 45, Volume 2, Chapter III, Parts 302, 303, and 307.

KENTUCKY REVISED STATUTES (KRS):  Chapters 61, 131, 194B, 205, 403, 405, 406, and 434.

KENTUCKY ADMINISTRATIVE REGULATIONS (KAR):  Title 921 1:020.
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6.020 THE KENTUCKY OPEN RECORDS ACT
Authority:  KRS 61.

The Open Records Act, codified at KRS 61.870 to KRS 61.884, defines public records, describes which records are open for inspection by the public, and identifies which records may be shielded from public inspection.  The Open Records Act requires each agency to develop agency rules on access to and inspection of open records.

The definition of a public agency is given in KRS 61.870(1).  Kentucky’s child support agency, which includes Division of Child Support (DCS) staff and statewide child support staff, is a public agency and therefore subject to the Open Records Law.

Public records include all books, papers, maps, photographs, cards, tapes, discs, diskettes, recordings, software, or other documentation, regardless of physical form or characteristics, that are prepared, owned, used, in the possession of, and/or retained by a public agency.  The definition of a public record is provided in KRS 61.870(2).

All public records must be open for inspection by any person, except as excluded by KRS 61.870 to KRS 61.884; and suitable facilities must be made available for inspection of these records.  The originals or original copies of public records cannot be removed from the offices of a public agency without the written permission of the official custodian of the records.  The official custodian is the chief administrative officer or any other employee of the agency who is responsible for the maintenance, care, and keeping of the public records.

While all government agency records must be open to public access, some records are exempt from public inspection.  KRS 61.878 lists the types of public records that are excluded from the Open Records Law, except when ordered to be open for inspection by a court of competent jurisdiction.  For example, KRS 61.878(1)(a) states that public records containing information of a personal nature where public disclosure will constitute an unwarranted invasion of personal privacy are excluded from the Open Records Law.  Also, KRS 61.878(1)(k) states that all public records or information that federal laws and/or regulations specify cannot be disclosed are excluded from the Open Records Law.

The following two examples show how an agency's records are public records but case records are not.  The child support agency and its case records parallel these two examples.

1. The records of a comprehensive care center are public records under the Open Records Law, but the records that identify a patient and describe the patient's medical condition are confidential.


2. Police records are open to public inspection after prosecution has been completed.  However, records that may be used in a future law enforcement action are not open to the public.

Child support staff must not make personal remarks about custodial parents, their children, and noncustodial parents.  This policy applies to both verbal and written communication, including the documentation required throughout the Kentucky Automated Support and Enforcement System (KASES).  This is because various KASES screens, including KASES notes screens, may be subject to open records requests and viewed by the public.
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6.030  PENALTIES

Authority:  45 CFR 307, KRS 205 and 405, and Form CFC-219.

NOTE:  See Subsection 6.120, State Tax Information, and Subsection 6.130, Federal Tax Information, for additional penalties.

45 CFR 307.13(d) specifies that a state IV-D agency “Have administrative penalties, including dismissal from employment, for unauthorized access to, disclosure or use of confidential information.”

KRS 205.796 states that unauthorized disclosure of information shall be a violation that is punishable by a fine of one hundred dollars ($100) per offense.  The unauthorized release of information about one individual shall be a separate offense from the unauthorized release of information about another individual.

KRS 205.990(1) specifies that any person who violates confidentiality requirements shall be guilty of a Class A misdemeanor.  Imprisonment for a Class A misdemeanor may be for a period up to 12 months in a place of confinement other than a penitentiary and also may include a fine or other penalty.

KRS 405.430(13) states:  “If a person knowingly or by reason of negligence discloses a financial record of an individual, that individual may pursue civil action for damages in a federal District Court or appropriate state court.  No liability shall arise with respect to any disclosure which results from a good faith, but erroneous, interpretation.  In any civil action brought for reason of negligence of disclosure of financial records, upon finding of liability on the part of the defendant, the defendant shall be liable to the plaintiff in an amount equal to:

· the sum of the greater of one thousand dollars ($1000) for each act of unauthorized disclosure of financial records; or

· the sum of the actual damages sustained by the plaintiff resulting from the unauthorized disclosure; plus

· if willful disclosure or disclosure was a result of gross negligence, punitive damages, plus the costs, including attorney fees, of the action.”

Cabinet for Health and Family Services (CHFS) staff are required to sign the Employee Confidentiality/Security Agreement/Internet/Intranet, E-Mail and Electronic Policies and Procedures (Form CFC-219).  The following text from the CFC-219 states that a CHFS employee may be fired for releasing confidential information.

“I understand that accessing or releasing confidential information and/or records, or causing confidential information and/or records to be accessed or released, on myself, other individuals, clients, relatives, etc., outside the scope of my assigned job duties would constitute a violation of this agreement and may be subject to disciplinary action up to and including involuntary termination.”
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6.040 CONFIDENTIAL INFORMATION
Authority:  SSA 454 (42 U.S.C. 654) and KRS 194B.

SSA 454(26) (42 U.S.C. 654(26)) require a state plan for child and spousal support to have in effect safeguards, applicable to all confidential information handled by a state IV-D agency, that are designed to protect the privacy rights of all parties, including:

· safeguards against unauthorized use or disclosure of information relating to proceedings or actions to establish paternity or to establish, modify, or enforce support;

· prohibitions against the release of information on the whereabouts of one person or the child to another person against whom a protective order has been entered; and
· prohibitions against the release of information on the whereabouts of one person or the child to another person if child support staff have reason to believe that the release of the information may result in physical or emotional harm to the first person or the child.


KRS 194B.060(1) provides the statutory authority for the secretary of CHFS to develop and promulgate administrative regulations that protect the confidential nature of all CHFS records and reports that directly or indirectly identify a client or patient or a former client or patient and to insure that these records are not disclosed to or by anyone unless:

· the identified person or this person’s guardian has given consent, or

· disclosure is permitted under state and/or federal law.

Confidential information is not to be released except for the purpose of providing child support services.  Confidential information is not to be discussed by IV-D staff except for the purpose of working child support cases.  This is to protect the privacy of IV-D custodial parents, children, and noncustodial parents.  Confidentiality rules apply to both hard copy child support records and automated system/electronic child support records.

The use or disclosure of information concerning custodial parents, children, and noncustodial parents is limited to purposes directly associated with the administration of the child support program.  This includes establishing eligibility and providing child support services.

Custodial parents, children, and noncustodial parents must be protected from harassment and exploitation.  Case records and listings of custodial parents, children, and noncustodial parents are not open for public inspection.  Management reports and other documents containing confidential information also are not open for public inspection.  When management reports and other confidential documents are no longer needed, they must be shredded or burned.  They are not to be placed in trash receptacles of any kind prior to shredding or burning.
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6.050 RELEASE OF CASE INFORMATION
Authority:  KRS 205 and 405, 921 KAR 1:020, and Legal Opinion CHR-OC-96-057.

KRS 205.175(2) states that information received or transmitted shall not be published or be open for public inspection.  This includes instances when the child support agency determines that reasonable cause exists to believe evidence of domestic violence or child abuse, and disclosure of the information may be harmful to the custodial parent or child.  However, necessary information and records may be furnished to the following people and agencies:

· public employees in the performance of their duties in connection with the administration of the IV-D program;
all law enforcement agencies, including county attorneys, commonwealth attorneys, district and circuit court judges, and grand juries in discovering and prosecuting cases involving fraud;
· members of the Kentucky General Assembly and the United States Congress, in connection with their duties as members of these legislative bodies, for the specific  purpose of requesting information about the case of a constituent who has requested information on his or her application or case status;

· any interested party at a hearing before an agency hearing officer to the extent necessary for the proper presentation of the case, provided that names or information will not be used for any commercial or political purposes; and

· any bank, savings and loan association, credit union, or other financial institution to the extent necessary to determine or confirm information submitted by the applicant or recipient and used to make eligibility or benefit determinations.

KRS 205.177(1) allows the sharing of information about custodial parents and applicants with an authorized representative of any other state or local governmental agency if the agency has a direct, tangible, and legitimate interest in the individual concerned or his or her immediate family.

KRS 205.177(2) allows a state agency to share pertinent information concerning custodial parents and applicants with any private or quasi-private agency when such agency has an agreement with that state agency assuring the confidentiality of all such information, and provided that the private or quasi-private agency has a direct, tangible, legitimate interest in the individual concerned or his or her immediate family.

NOTE:  921 KAR 1:020, Section 1(2) states:  “Unless an applicant for or recipient of child support services has given informed consent, information concerning the applicant or recipient of child support services shall only be released in accordance with KRS 205.177.”

The Informed Consent and Release of Information and Records (Form CFS-1) is a CHFS form that is used to secure informed consent for the release or exchange of information.  The CFS-1 may be used for any case when information will be shared among CHFS staff and community partners in order to enhance the provision of child support services, the determination of eligibility for assistance programs, and the development and delivery of comprehensive services to families.

KRS 205.768 allows CHFS to periodically make information available to consumer reporting agencies regarding the amount of overdue support owed by noncustodial parents.  However, CHFS must provide advance notice to noncustodial parents concerning the release of the information and how the noncustodial parent can contest the accuracy of the information.

KRS 205.796 states that no Kentucky employee or agent shall release any specific case information of the child support recovery program, except in the manner defined in KRS 205.715 to KRS 205.800, to any public or private agency or individual.  However, information may be disclosed and shared by and between a CHFS employee and any designee, local administering agency, or local housing authority for the purpose of verifying eligibility and detecting and preventing fraud, error, and abuse.

KRS 205.7965 provides that nothing in the child support recovery program will be construed to prevent the release by CHFS of wage and financial institution information data to the United States Social Security Administration or the agencies of other states that administer federally funded welfare and unemployment compensation programs.

KRS 405.430(9) specifies that CHFS may disclose financial records only for the purpose of establishing, modifying, or enforcing a child support obligation.  A financial institution will not be liable to any individual for disclosing financial records to CHFS if the only purpose is to use the information to establish, modify, or enforce a child support obligation.

KRS 405.430(13) specifies that if a person knowingly or by reason of negligence discloses a financial record of an individual, that individual may pursue civil action for damages in a federal District Court or an appropriate state court.  No liability shall arise with respect to any disclosure that results from a good faith, but erroneous, interpretation.

IV-D case information may be released, verbally or in writing, to a custodial parent, a noncustodial parent, or to an authorized representative of a custodial parent or a noncustodial parent.  An authorized representative can be an attorney, a law enforcement official, or an elected official.

Office of the General Counsel (OGC) has clarified in Legal Opinion CHR-OC-96-057, dated May 6, 1996, that an authorized representative may also be a person to whom the custodial parent or noncustodial parent has provided written authorization to receive IV-D case information.  Therefore, an authorized representative may include a husband, wife, relative, friend, etc.

Legal Opinion CHR-OC-96-057 is not available electronically; therefore, the synopsis or summary of this legal opinion is given below.  Legal Opinion CHR-OC-96-057 provided information about six different situations concerning the release of case information.

“A definition of ‘authorized representative’ of a client or absent parent is given, in relation to the release of Title IV-D child support case information.  An authorized representative may include a husband, wife, relative, boy-friend, etc.  An authorization to release IV-D case information should be in writing, and either notarized or witnessed by DCS staff.  The DCS can release child support payment information to a local housing authority upon the handwritten request of a client, if notarized or witnessed.  Release of information to a private collection agency upon request of a custodial parent would appear to be legal, however, should not be done without approval of the federal OCSE or further clarification of its policy interpretation on the issue.  AFDC grant information used in calculating arrearages may be disclosed to an absent parent if he has timely appealed his arrearage calculation.  A parent may receive information concerning the other parent’s income to ascertain how the DCS arrived at an administratively established support obligation.”

NOTE:  A hard copy of Legal Opinion CHR-OC-96-057 can be obtained by contacting the Policy and Procedures Section in DCS.

When a person who is not an authorized representative requests information about a specific case, he or she must be told that the information can be released only to the custodial parent, the noncustodial parent, or to an authorized representative of the custodial parent or the noncustodial parent.

An authorization to release IV-D case information must be in writing.  The Release of Information and Records (Form CS-139), which must be notarized, is used for this purpose.  The CS-139 is divided into two parts.  The top part of the form is used to authorize the release of information about the amount of any federal and/or state income tax refunds that have been intercepted.  The bottom part of the CS-139 is used to authorize the release of case information to an authorized representative.

NOTE:  A written authorization to receive IV-D case information is not required when releasing information to an attorney, a law enforcement official, or an elected official.

It is important that custodial parents and noncustodial parents meet in a private setting with child support staff when discussing confidential information.  An authorized representative may be present at the meeting.

Custodial parents and noncustodial parents must provide identification before information can be released to them over the telephone.  Such identification consists of name, Social Security number, date of birth, address, and the child(ren)'s name(s).  Before information can be released to an authorized representative, the representative must provide identifying personal information such as that listed above for a custodial parent and a noncustodial parent.

OGC clarified in Legal Opinion CHR-OC-96-057 that child support staff may provide child support payment information to a local housing authority upon a written, signed release from the custodial parent.  This release of information must be based upon a handwritten authorization witnessed by child support staff or notarized.  Staff also may provide child support payment information to the custodial parent so that he or she may provide this information directly to a local housing authority.

Custodial parents are notified upon applying for child support services that Social Security numbers may be disclosed by the child support agency in order to provide child support services.  For example, employers may be provided with the child(ren)’s Social Security number(s) in order to enroll the child(ren) in a health insurance plan.  Social Security numbers are also required and must be used on interstate forms and for financial institution data matches.  A noncustodial parent’s Social Security number may be used for location, to submit past-due support for federal and/or state income tax refund offset, and to report arrearages to credit reporting agencies.

IV-D information that can be released includes the following:

· arrearage data,

· support order information, and

· general information contained in the case record when this information relates to the person making the request and the child(ren) of the noncustodial parent in question.

IV-D information that cannot be released includes the following:

· the address of either the custodial parent* or the noncustodial parent,

· the employer of either the custodial parent or the noncustodial parent, and

· specific information contained in the case record.

*The custodial parent's address must be provided to the noncustodial parent’s employer when the employer is ordered to enroll the child(ren) in a health insurance plan.  This happens when the noncustodial parent has been ordered to provide health insurance coverage for his or her child(ren) and has failed to do so.  A custodial parent's address is also provided to a noncustodial parent when a Void Notice (VN) is completed and support is redirected to the custodial parent and wage withholding is not in effect.  In this instance, the noncustodial parent must know the custodial parent's address so that he or she may send support directly to the custodial parent.  In both instances, providing the custodial parent's address is essential for providing IV-D services.

A copy of the Worksheet for Monthly Child Support Obligation (Form CS-71) or the Worksheet for Monthly Child Support Obligation Exception (Form CS-71.1) may be given to the custodial parent or the noncustodial parent upon request.  Both parents have a right to know the basis for determining the child support obligation.  Since the child support guideline is based on a shared income formula, each parent has the right to know what percentage of the total support obligation is his or her responsibility.

Child support staff also may reveal the other parent’s income to a parent requesting this information to ascertain how an administratively established support obligation was determined.  A noncustodial parent’s child support obligation is determined based upon the combined monthly adjusted gross income of both parents minus allowable deductions.  A parent’s request to child support staff to reveal the other parent’s income is a valid and reasonable request that is directly related to the noncustodial parent’s support obligation and his or her right to challenge the support obligation.

OGC clarified in Legal Opinion CHR-OC-96-057 that K-TAP grant amounts used when calculating arrearages due CHFS and the time periods during which K-TAP was received may be revealed if the noncustodial parent or his or her authorized representative has filed a timely appeal to challenge the arrearages alleged to be owed.  This information is necessary to provide the noncustodial parent or his or her authorized representative with fair notice as to the basis upon which child support arrearages were calculated and to allow the noncustodial parent to reach a decision concerning the accuracy of the computation.  To deny such information would mean a denial of due process of law and denial of a right to a fair hearing.

If a noncustodial parent or the parent's authorized representative asks why CHFS has the authority to act on behalf of the parent's children, the person is told that the children are or were receiving public assistance and support rights have been assigned to CHFS.  For non-K-TAP cases, the person is told that the children are receiving child support services and support rights have been assigned to CHFS by operation of law.  KRS 205.720(1) provides the statutory authority for the assignment of support rights.

IV-D contractors operate through the authority of contractual agreement with CHFS.  IV-D contractors are required to follow the same confidentiality laws and regulations that other child support staff follow.  The use or disclosure of information concerning all IV-D recipients is limited to purposes directly associated with administration of the child support program.  IV-D information and records may be released to IV-D contractors when it is determined that the information or records are necessary for the performance of their duties in connection with the IV-D program.

In addition, IV-D contractors must comply with 921 KAR 1:020, Section 1(2), which states:  “Unless an applicant for or recipient of child support services has given informed consent, information concerning the applicant or recipient of child support services shall only be released in accordance with KRS 205.177.”
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6.060 CASE REASSIGNMENT
In order to prevent the appearance of or the potential for unfair treatment, the IV-D case of a caseworker’s friend, relative, or fellow employee is to be reassigned to the child support office manager or supervisor (manager/supervisor).  The IV-D case of a relative or friend of the manager/supervisor is to be reassigned to another child support office.  These reassignments are made even though the person initially assigned to work the case believes that he or she can objectively work the case.

If a manager/supervisor or a contracting official has a child support case of his or her own, the case is not to be worked in the office in which the manager/supervisor or the contracting official works.  The case is to be reassigned to a manager/supervisor or to a contracting official in another office (county).  The reassignment is made only to a person who is not related to or personally involved with the manager/supervisor or the contracting official.

When the reassigned case is worked, the manager/supervisor or contracting official must create SELF events on KASES and attach NOTES indicating that case action information is located in the hard copy case record.  All case events must be kept in the hard copy case record and are not to be placed on KASES.  This is done so that the confidential information about the reassigned case is not accessible on the automated system.  The manager/ supervisor or contracting official must keep the case in a locked area in his or her office and leave an out card in the hard copy case files to show where the case is located.

A conflict of interest case is a case that a contracting official determines is impossible to work.  The contracting official must first use the “buddy system” for a conflict of interest case, which means that he or she contacts, in writing, the contacting official in a neighboring county and asks if that official will agree to handle the conflict of interest case.

If arrangements cannot be made with a neighboring official, the case is sent to the Director’s Office in DCS.  The Conflict of Interest Case Transfer Sheet (Form CS-7) is used to send the case referral to DCS.  The procedural instructions for the CS-7 provide information about referring the case.  A staff person in the Director’s Office reviews the case to determine if it is an appropriate conflict of interest case.  If it is an appropriate referral, the staff person forwards the case to the Office of the Attorney General.

NOTE:  Child support staff are not to access cases in which they have a conflict of interest; i.e., they are not to access their own cases or the cases of relatives, friends, etc.
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6.070 SAFEGUARDING AUTOMATED SYSTEM INFORMATION

Authority:  45 CFR 307, KRS 434, and Form CFC- 219.

45 CFR 307.13(a) requires a state IV-D agency to “Have safeguards on the integrity, accuracy, completeness of, access to, and use of data in the computerized support enforcement system.  These safeguards shall include written policies concerning access to data by IV-D agency personnel, and the sharing of data with other persons. . . “

KRS 434.845 states that a person is guilty of unlawful access to a computer in the first degree when he or she knowingly and willfully, directly or indirectly, accesses, causes to be accessed, or attempts to access any computer software, computer program, data, computer, computer system, computer network, or any part thereof, for the purpose of (a) devising or executing any scheme or artifice to defraud; or (b) obtaining money, property, or services by means of false or fraudulent pretenses, representations, or promises.  Unlawful access to a computer in the first degree is a Class C felony.

KRS 434.850 specifies that a person is guilty of unlawful access to a computer in the second degree when he or she knowingly and willfully, directly or indirectly, accesses, causes to be accessed, or attempts to access any computer software, computer program, data, computer, computer system, computer network, or any part thereof that results in the loss or damage of three hundred dollars ($300) or more.  Unlawful access to a computer in the second degree is a Class D felony.

KRS 434.851 states that a person is guilty of unlawful access in the third degree when he or she knowingly and willfully, directly or indirectly, accesses, causes to be accessed, or attempts to access any computer software, computer program, data, computer, computer system, computer network, or any part thereof that results in the loss or damage of less than three hundred dollars ($300).  Unlawful access to a computer in the third degree is a Class A misdemeanor.

KRS 434.853 specifies that a person is guilty of unlawful access in the fourth degree when he or she knowingly and willfully, directly or indirectly, accesses, causes to be accessed, or attempts to access any computer software, computer program, data, computer, computer system, computer network, or any part thereof that does not result in loss or damage.  Unlawful access to a computer in the fourth degree is a Class B misdemeanor.

KRS 434.855 states that a person is guilty of misuse of computer information when he or she (a) receives, conceals, uses, or aids another in doing so, any proceeds of a violation of KRS 434.845; or (b) receives, conceals, uses or aids another in doing so, any books, records, documents, property, financial instrument, computer software, computer program, or other material, property, or objects, knowing the same to have been used in or obtained from a violation of KRS 434.845.  Misuse of computer information is a Class C felony.

KASES is an automated record of case information.  The same rules of confidentiality apply to information stored on KASES as apply to hard copy case record information.  Access to and use of confidential information or records on KASES is for the sole purpose of providing child support services.  Use or disclosure of such data for any other purpose constitutes a violation of the provisions of Form CFC-219, which CHFS staff are required to sign.

By signing the CFC-219, CHFS employees verify that they understand that access to confidential information and/or records is to perform their specific job duties.  Signing the CFC-219 also provides an agreement not to disclose confidential information and/or records without the prior consent of the appropriate authority in CHFS.

The following paragraph from the CFC-219 addresses USERIDs, passwords and access to computer data:  “I understand that all USERID/Passwords to access computer data are issued on an individual basis. I further understand that I am solely responsible for all information obtained, through system access, using my unique identification.  At no time will I allow any other person use of my USERID/Password to logon to a network of the Cabinet, the Mainframe, or any other system.”

Child support staff must lock or log off computer monitors when they are not being used in order to prevent unauthorized access to Kentucky’s automated systems, the Internet, Word documents, e-mail, etc.  This must be done even if staff will be away for only a short time.
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6.080 SAFEGUARDING IV-D NAMES, IV-D NUMBERS, MPI NUMBERS, AND SOCIAL SECURITY NUMBERS
Authority:  Section 454 of SSA.

Section 454(26) of SSA requires a state IV-D agency to safeguard the confidential information of all parties in a child support case in order to protect the privacy rights of custodial parents, children, and noncustodial parents.

A written record that needs to be destroyed that contains a IV-D name, IV-D number, Master Participant Index (MPI) number, or Social Security number must be burned or shredded.  For example, a form that has been partially completed and contains identifying information cannot be discarded in a trash can; it must be burned or shredded.  Other examples of written records that need to be burned or shredded because they contain IV-D names, IV-D numbers, MPI numbers, and Social Security numbers include, but are not limited to:

· tickler files,

· computer reports,

· written correspondence or printed e-mail,

· financial case account statements, and

· system generated/manually completed forms that have not been used.
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6.090 SAFEGUARDING MEDICAL INFORMATION

Authority:  Public Law 104-191; 45 CFR 160 and 164 and Form CFC-219.

Federal security standards and the increased use of the Internet and electronic transmission of data require changes in security practices.  Kentucky’s IV-D agency must comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) or Public Law 104-191, which was signed into law on August 21, 1996.  As a result of HIPAA, child support staff must safeguard personally identifying health information.  The purpose of HIPAA was to:

· amend the Internal Revenue Code of 1986 to improve portability and continuity of health insurance coverage in the group and individual markets;

· combat waste, fraud, and abuse in health insurance and health care delivery;

· promote the use of medical savings accounts;

· improve access to long-term care services and coverage;

· simplify the administration of health insurance, and

· protect the privacy of individuals’ health information. 

HIPAA provides for continuity of health care coverage for people who change jobs or health care plans, and it prohibits discrimination based on health status.  HIPAA also requires the security of electronic health data and the privacy of personal health information.  The security provisions of HIPAA apply to all entities that bill and pay for health care services or that handle, maintain, transmit, or access personally identifying health information.

HIPAA’s provisions that safeguard against the loss or limitation of health care coverage are already in effect.  The deadline for compliance with the health information privacy portion of HIPAA was April 14, 2003.  HIPAA’s “Privacy Rule” requires administrative, technical, and physical safeguards to protect the privacy of protected health information from disclosure.

HIPAA’s “Privacy Rule” is defined in federal regulations at 45 CFR 164.  45 CFR 164 regulates security and privacy.  The general administrative requirements of HIPAA are in 45 CFR, 160.

Under HIPAA a “covered entity” is a health care provider, health care clearinghouse, or health plan.  A covered entity must comply with the most stringent requirements of HIPAA.  The Division of Protection and Permanency (DPP) is the only covered entity in CHFS.  The Department for Medicaid Services in the Cabinet for Health Services is also a covered entity.

A “business associate” is an entity that performs a function for a covered entity.  The Division of Family Support (DFS) and statewide family support staff, The Division of Child Support (DCS) and statewide child support staff, the Office of the General Counsel (OGC), the Governor’s Office of Technology (GOT), the Office of Technology Services (OTS), the Office of Program Support (OPS), and the Ombudsman’s Office are CHFS business associates.  CHFS is a “hybrid entity” because it has both a covered entity and business associates within its organization.

As a business associate, DCS and statewide child support staff establish paternity for Foster Care and other out-of-home placement children; establish, modify, and enforce child support orders for Foster Care and other out-of-home care children; and establish, modify, and enforce medical support orders for children who receive IV-D services.  Medical support is usually ordered as health insurance coverage for the children.

DCS and statewide child support staff must protect the privacy of health information because child support staff conduct business with covered entities and other business associates and therefore have access to their protected health information.  Child support staff come into contact with protected health information through the interfaces between KASES and TWIST and KASES and KAMES.  They also have access to protected health information in hard copy case records.

The term “health information” means any information, whether oral or recorded, in any form or medium, that is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse.  Health information relates to the past, present, and future physical or mental health or condition of an individual; to the provision of health care to an individual; or to the past, present, and future payment for the provision of health care to an individual (45 CFR 160.103).

Child support staff must protect the identifying health information of custodial parents, children, and noncustodial parents.  When child support staff are asked to share health information that identifies an individual and his or her health information, they must determine whether it is reasonable to share the information with the person requesting it and whether the health information will be used for the legitimate purpose of providing child support services.  Subsection 6.050, Release of Case Information, provides guidelines about the information that can be released and how this information is to be released.

In addition, child support staff can refer to Form CFC-219 for information about releasing confidential information and/or records.  All CHFS staff are required to sign the CFC-219.  This form also contains Internet links to laws and policies concerning confidentiality.

Examples of safeguards that apply to covered entities and that are mentioned in the preamble to the HIPAA Privacy Rule are (1) shredding documents prior to disposal, (2) locking doors or cabinets where medical records are kept, and (3) limiting access to the keys or combinations of the locks for these doors and cabinets.  Other examples of safe-guarding the privacy of health information (and other confidential information) are as follows:

· turn computer screens away from public view;

· lock or log off computer monitors when they are not being used;

· never give health information to a third party who is not an authorized representative;

· monitor the duplication and transmission of health records on fax machines, photocopiers, and printers;

· keep records containing health information face down on desks and tables;

· when sending a fax containing health information, first call the recipient so the fax will be picked up immediately; and

· speak softly so that others do not overhear health information.

45 CFR 164.530(a)(1) requires a covered entity to designate a privacy official who is responsible for the development and implementation of the privacy policies and procedures required by HIPAA.  CHFS has designated an individual from OGC in Quality Central to be the HIPAA Privacy Officer.  Questions and concerns about practices relating to the safe-guarding of protected health information are to be directed to the OGC Privacy Officer at (502) 564-7900.

45 CFR 164.530(a)(1) also requires that a covered entity designate an official who is responsible for receiving complaints and who is able to provide additional information about HIPAA.  CHFS has designated the Ombudsman’s Office in Quality Central to act as CHFS’s Compliance Officer.  Questions, concerns, and complaints are to be directed to the following address and telephone number.

Cabinet for Families and Children

Ombudsman’s Office

Attn:  HIPAA Compliance Officer

275 East Main Street (1E-B)

Frankfort, KY  40621

(502) 564-5497
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6.100 SAFEGUARDING LOCATION INFORMATION
Authority:  Section 453 of SSA, Section 454 of SSA, Section 463 of SSA, 45 CFR 302 and 303, and KRS 205.

Section 453(b)(2) of SSA specifies that the Federal Parent Locator Service (FPLS) cannot disclose any information that will conflict with national policy or the security interests of the United States or the confidentiality of census data.  Also, no information shall be disclosed to any person if a state has notified FPLS of reasonable evidence of domestic violence or child abuse and the disclosure of such information may be harmful to the custodial parent or the child(ren).  Section 453(b)(3) of SSA states that information received or transmitted pursuant to Section 453 shall be subject to the safeguards contained in Section 454(26) of SSA.

Section 454(26) of SSA requires a state IV-D agency to have in effect safeguards, applicable to all confidential information, that are designed to protect the privacy rights of custodial parents, children, and noncustodial parents.  See Subsection 6.040, Confidential Information, for additional information.

Section 463 of SSA provides confidentiality laws for FPLS in child custody and parental kidnapping cases.  Section 463(c) states that information provided by FPLS in Subsections (a), (b), (e), and (f) of Section 463 shall be subject to the same disclosure conditions as information authorized to be provided under Section 453 of SSA.

45 CFR § 302.35(d) requires the State Parent Locator Section (SPLS) to be subject to the privacy safeguards required by Section 454(26) of SSA and to disclose confidential information only to authorized persons for the administration of the Child Support Program.

45 CFR 303.15 provides information about agreements to use FPLS in parental kidnapping and child custody cases.  45 CFR 303.15(c)(8) requires each state to adopt policies and procedure to ensure compliance with Section 463 of SSA.  The state IV-D agency must:

· restrict access to FPLS information to authorized persons whose duties or responsibilities require access to information about parental kidnapping and child custody cases;

· store the information during nonworking hours, or when not being used, in a locked container within a secure area that is safe from access by unauthorized persons;

· process the information under the supervision and control of authorized personnel in a manner that protects the confidentiality of the information from access by unauthorized persons so that unauthorized persons cannot retrieve the information by computer, remote terminal, or other means;

· brief all employees who will have access to the data on security procedures;

· send the information directly to the requestor and make no other use of it; and

· after the information has been sent to the requestor, destroy any confidential records and information related to the request.

45 CFR 303.70 provides information about requests by SPLS for information from FPLS.  45 CFR 303.70(d)(2) specifies that information obtained through FPLS must be treated as confidential information and safeguarded under the requirements of Sections 453, 454, and 463 of SSA.

KRS 205.175 and KRS 205.177 provide requirements for the treatment of confidential information and the people with whom confidential information can be shared.  Handbook Subsection 6.050, Release of Case Information, gives additional information about the contents of these two statutes.

KRS 205.735 concerns information that is supplied by employers during the location process. This statute requires that all information obtained from employers is to be used for the purpose of locating a parent and for the establishment, modification, and enforcement of a child support and/or medical support order.  Furthermore, all information obtained from employers must be treated as confidential information by CHFS or by the agency or cabinet of any other state that administers the Child Support Program.

SPLS workers must observe all confidentiality guidelines during every phase of the location process.  SPLS workers may answer questions about the services and policies of the Child Support Program, but specific information about IV-D cases and individuals cannot be released.  For example, the name of the custodial parent and the child cannot be revealed when an SPLS worker makes an inquiry for a paternity case.  The SPLS worker can advise the alleged father that the details of the complaint will be explained through a legal summons and that due process of law will be afforded to him.

The Internal Revenue Code (IRC) at USC Title 26 requires an agency that receives tax return information to protect the confidentiality of that information.  Internal Revenue Service (IRS) reports are placed in a locked file cabinet and destroyed periodically.  Handbook Subsection 6.130, Federal Tax Information, provides information about safeguarding confidential information received through the federal income tax refund offset process.

If a new address is received from IRS records and entered on KASES, the address must be identified as IRS information and safeguarded.  If the address is confirmed by a third party, then the third party is listed as the source of the address.

Location information cannot be released without a written or verbal request from an authorized person.  When information is released verbally, the person must be positively identified as specified in Handbook Subsection 6.050, Release of Case Information, before the information is released.
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6.110 SAFEGUARDING CREDIT REPORT INFORMATION
Authority:  Fair Credit Reporting Act (FCRA) [codified at USC, Title 15, Chapter 41, Subchapter III, Section 1681 et seq. (and the sections that follow)] and KRS 205.

NOTE:  FCRA is federal law that regulates the activities of credit reporting bureaus.

Section 616(b) of FCRA states:  “Any person who obtains a consumer report from a consumer reporting agency under false pretenses or knowingly without a permissible purpose shall be liable to the consumer reporting agency for actual damages sustained by the consumer reporting agency or $1,000, whichever is greater.”

Section 619 of FCRA specifies:  “Any person who knowingly and willfully obtains information on a consumer from a consumer reporting agency under false pretenses shall be fined under Title 18, United States Code, imprisoned for not more than 2 years, or both.”

Section 621(a)(2)(A) of FCRA requires that in the event of a knowing violation, the Federal Trade Commission may begin a civil action to recover a civil penalty in a district court of the United States against any person who violates the provisions of FCRA.  In such action, the person will be liable for a civil penalty of not more than $2,500 per violation.

KRS 205.7685(1) provides the authority for CHFS to request information from a consumer reporting agency.  This information is requested when a full credit report is needed to determine a parent’s ability to make child support payments or to establish a support obligation when paternity is not an issue.  See Prosecutors’ Handbook Transmittal Letter No. 144 or Manual Transmittal Letter No. 506 (February 1, 1999) for additional information.

KRS 205.7685(2) specifies the following confidentiality requirements concerning information received from consumer reporting agencies:

· the report must be kept confidential and must be used only for the purpose of establishing a parent’s ability to make child support payments or to determine the appropriate level of the parent’s child support payments; and
· the report must not be used in connection with any other civil, administrative, or criminal proceeding or for any other purpose.
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6.120 STATE TAX INFORMATION
Authority:  45 CFR 303, KRS 131 and 205.

45 CFR 303.102 provides the federal authority for the collection of past-due support through state income tax refund offset.  This regulation defines all requirements related to state tax refund intercept.

KRS 205.769 provides Kentucky’s statutory authority for state income tax refund offset.  KRS 205.769(7) states:  “The cabinet has the unfettered right to intercept federal income tax refunds and state income tax refunds, pursuant to 45 CFR 303.72 and KRS 131.560 to 131.595, to satisfy all child support, maintenance, and medical support arrearages due the cabinet or its assignee.”

KRS 131.190 provides the statutory authority for the Kentucky Revenue Cabinet to release tax information.  KRS 131.190(1) states that a person shall not intentionally and without authorization inspect or divulge any tax information acquired by him or her relating to the affairs of any other person or information regarding tax schedules, returns, or reports that the Revenue Cabinet is required to file.  KRS 131.190(4) specifies that information received from the Internal Revenue Service (IRS) shall not be inspected or made available to any other state government agency or person without proper authorization.

KRS 131.990 provides Revenue Cabinet penalties for not safeguarding tax information.  These penalties and their cites are listed below.

· KRS 131.990(2)(a):  Any person who violates the intentional unauthorized inspection provisions of KRS 131.190(1) shall be fined not more than $500 or imprisoned for not more than six months, or both.
· KRS 131.990(2)(b):  Any person who violates the provisions of KRS 131.190(1) by divulging confidential taxpayer information shall be fined not more than $1,000 or imprisoned for not more than one year, or both.

· KRS 131.990(2)(c):  Any person who violates the intentional unauthorized inspection provisions of KRS 131.190(4) shall be fined not more than $1,000 or imprisoned for not more than one year, or both.
· KRS 131.990(2)(d):  Any person who violates the provisions of KRS 131.190(4) by divulging confidential taxpayer information shall be fined not more than $5,000 or imprisoned for not more than five years, or both.

· KRS 131.990(2)(e):  Any person who violates the provisions of KRS 131.190(1) or (4) may, in addition to the penalties imposed under this subsection, be removed from office or employment.

KRS 205.7695 provides the statutory authority for CHFS and the Revenue Cabinet to share state tax information for child support collection.  This statute requires that CHFS and Children and the Revenue Cabinet shall work together to develop a system of information sharing for the effective and efficient collection of child support payments.

KRS 205.798 outlines the penalties for unauthorized disclosure of CHFS confidential information.  This statute states:  “Unauthorized disclosure of any information shall be a violation that is punishable by a fine of one hundred dollars ($100) per offense; except that the unauthorized release of information about any individual shall be a separate offense from information released about any other individual.”
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6.130 FEDERAL TAX INFORMATION (updated 12/03/10)
Authority:  USC, Title 26, Internal Revenue Code (IRC Section 6103, IRC Section 7213, IRC Section 7213A); Section 464 of SSA; 45 CFR 302 and 303; Publication 1075 (Rev.  8/2010); and KRS 205.

Section 464 of SSA, 45 CFR § 302.60, and 45 CFR § 303.72 provide the federal authority for the collection of past-due support through federal income tax refund offset.  These laws and regulations define the requirements related to federal tax refund intercept.

KRS 205.769 provides Kentucky’s statutory authority for federal income tax refund offset.  KRS 205.769(7) states:  “The cabinet has the unfettered right to intercept federal income tax refunds and state income tax refunds, pursuant to 45 CFR 303.72 and KRS 131.560 to 131.595, to satisfy all child support, maintenance, and medical support arrearages due the cabinet or its assignee.”

Section 7213 of IRC specifies that for state and other employees, it shall be unlawful for any person to willfully disclose any return* or return information,** except as authorized by Title 26 of USC.  Unauthorized disclosure of tax information by state employees is “. . . a felony punishable by a fine in any amount not exceeding $5,000, or imprisonment of not more than 5 years, or both, together with the cost of prosecution.”

Section 7213A of IRC states that for state and other employees, it shall be unlawful for any person to willfully inspect any return* or return information,** except as authorized by Title 26 of USC,  Unauthorized inspection of tax information by state employees “. . . shall be punishable upon conviction by a fine in any amount not exceeding $1,000, or imprisonment of not more than 1 year, or both, together with the costs of prosecution.”

*Section 6103(b)(1) of IRC defines “return” as any tax or information return, declaration of estimated tax, or claim for refund.

**Section 6103(b)(2) of IRC defines “return information” as a taxpayer’s identity; the nature, source, or amount of his or her income; payments; receipts; deductions; exemptions; credits; assets; liabilities; net worth; tax liability; tax withheld; deficiencies; over assessments; or tax payments.

Section 6103(l)(6) of IRC allows the IRS to disclose information to federal, state, and local child support enforcement agencies for the purpose of establishing and collecting support obligations and for locating individuals who owe support obligations.  

Publication 1075, revised  August 2010, is the Tax Information Security Guidelines for Federal, State, and Local Agencies .  The purpose of Publication 1075 is to provide guidelines for ensuring that the policies, practices, controls, and safeguards employed by agencies or agents and contractors that receive federal tax returns and return information (FTI) adequately protect the confidentiality of the information they receive from the IRS.  The requirements in Publication 1075 apply to all FTI, regardless of how it is recorded.  Electronic FTI must be afforded the same levels of protection as hard copy documents containing FTI.  Tax Information Security Guidelines for Federal, State, and Local Agencies , OMB No. 1545-0962 is used by the IRS to ensure appropriate safeguards are maintained and to protect the confidentiality of FTI as required by IRC Section 6103.
Safeguarding Federal Tax Information

FTI is received from the federal Office of Child Support Enforcement.  Address information, income tax refund amounts and the amounts of IRS adjustments to previously intercepted income tax refund amounts are examples of data that must be safeguarded according to federal regulations.  

Child support staff are provided awareness training and sign the form CHFS 219 annually which address safeguarding the confidentiality and non-disclosure of FTI.  Child support staff must not disclose FTI to third parties or in litigation relating to collecting child support obligations.  However, a noncustodial parent can request information about the amount of his or her income tax refund offset.  A noncustodial parent can also authorize release of this information to another representative by completing a Release of Information and Records (Form CS-139).  A noncustodial parent's authorized representative can only be told the total amount intercepted from an income tax refund. 

When handling telephone calls relating to tax interception staff should make a positive identification before releasing any information.  A custodial parent may only be told the amount is a lump sum payment and not identified as a tax intercept or refund.  A telephone script with questions and answers is available to staff from the CSE Online Manuals Site. 

If information is provided by an independent source other than the IRS, then the information from the independent source may be disclosed.  For example, if a new address is received from Internal Revenue Service records and entered into a computer database, then the address must be identified as FTI and safeguarded.  If the individual or third party subsequently provides the address, the information will not be

considered return information, as long as the source code is revised. “Provided” means using the individual's or third party's knowledge or records as the source of information.

Each state’s IV-D agency is required to have an IRS Security Officer.  The IRS Security Officer is responsible for administering the physical security of FTI, which includes the appropriate disposal of FTI.  The IRS Security Officer is also responsible for ensuring internal inspections are conducted, for gathering and evaluating information on inspections, for submitting required safeguard reports to the IRS, and for recommending any corrective action that needs to be taken if there are safeguarding deficiencies.

Child Support’s IRS Security Officer is Melissa Roby, who is located in the Distribution and Processing Branch in Central Office.  Contact Information for Ms. Roby is listed here.

Melissa Roby

Kentucky Child Support Enforcement

Post Office Box 2150

Frankfort, KY  40602-2150

502/564-2285, Extension 4449

mailto:melissa.roby@ky.gov
The following general procedures for safeguarding FTI must be followed by all child support staff that receive and store FTI.

1. Agencies should strive to avoid maintaining FTI as part of their case files.  Refrain from screen printing unless it is absolutely necessary. 

2. In situations where physical separation is impractical, the case file should be clearly labeled with Notice 129A “Federal Tax Information” and handled in such a way that it does not become misplaced or available to unauthorized personnel. 

3. An individual document within a case file must be clearly labeled with Notice 129A if it contains FTI and the document must be safeguarded.

4. A container (i.e. desk, cabinet) must be clearly labeled if it contains FTI and the container must be safeguarded.

5. Secure FTI in locked file cabinets that are clearly labeled Federal Tax Information.  Control access to these files and limit access to authorized child support staff whose duties and responsibilities require access.


6. Do not leave FTI on a desk, table, etc. during an interview or when you are not at your desk.

7. Keep computer screens from being viewed by others who are not authorized.


8. Lock computer monitors when you briefly step away from your desk.  

9. Log off your computer when you will not be using your computer.

10. Provide clerical and technical staff with only the portion of FTI that they need to perform their assigned duties.

11. When sending a fax containing FTI, first call the recipient so the fax will be picked up immediately.


12. Complete tracking log of printed  and destroyed FTI material.
13. Return FTI to locked file cabinets during nonworking hours.


14. Lock areas containing FTI during nonworking hours.

15. Complete transmittal for shipping and receiving case files with FTI data

16. Follow prescribed disposal methods for FTI that needs to be destroyed and update tracking log.


17. Conduct periodic (at least annual) training and retraining sessions for child support staff concerning the security requirements and disclosure penalties related to FTI.


18. Complete periodic inspections during the year to ensure that safeguards for FTI are adequate and that they are being followed.

Tracking and Logging FTI Materials

All CSE staff including contracting officials and their staff must use the SharePoint Tracking log to track creation, receipt, and destruction of any FTI document whether it is a report, printed material or a printed screen.   The document must be tracked through destruction.  The log identifies:

· County/location

· IVD/MPI

· Status (printed or destroyed)

· Document Source (KASES Screen Print or RDS Report)

· Date screen or report printed

· Location of document

· Month destroyed 

Security and Storage of printed FTI Materials

Agencies should strive to avoid maintaining FTI as part of their case files.  Refrain from screen printing unless it is absolutely necessary.  In situations where physical separation is impractical, the case file should be clearly labeled “Federal Tax Information” and contain the Notice 129A label.  The case file should be handled in such a way that it does not become misplaced or available to unauthorized personnel.  An individual document within a case file must be clearly labeled if it contains FTI and the document must be safeguarded.  A container (i.e. desk, cabinet) must be clearly labeled if it contains FTI and the container must be safeguarded.  The FTI that must be labeled also includes file folders with reports containing FTI.  Before releasing any file or document containing FTI to an individual or agency not authorized access to FTI, care must be taken to remove all such FTI.   

Building security for child support offices varies from one office to another.  However, once FTI data is printed, Publication 1075 requires, as the minimum protection standard (MPS), two barriers to prevent unauthorized access to FTI.  The reason for two barriers is to provide an additional layer of protection to deter, delay or detect unlawful entry and/or access.  This also pertains to space that may currently house child support case file records containing FTI and other non child support records.  (i.e. shared closet or storage space.)  

The two barriers can be one of the following:  (1) a secured perimeter and locked container, (2) a locked perimeter and secured interior, or (3) a locked perimeter and security container. Locked means an area or container that has a lock and access to the key or combination is controlled.  A security container is a metal container with a resistance to forced penetration that has a security lock and the key or combination is controlled. A secured perimeter (area) is an internal area that has been designed to prevent undetected entry by unauthorized persons during duty and non-duty hours.

All contracts between CSE and off-site storage facilities must be specific to the storage of boxes containing FTI and must contain specific language that access to stored boxes are by authorized child support employees only.  The contract should be inclusive of the penalty provisions found under IRC 7213, 7213A, and 7431 (see Exhibit 7, Contract Language for General Services.) The boxes containing FTI must be labeled as such.  MPS are also required for files/data stored in off-site storage facilities.  

Limiting access to FTI data 

Staff must position the monitor to prevent unauthorized individuals and visitors from viewing the display output.  Staff must lock their computer monitor each time they leave their desk to prevent unauthorized individuals and visitors from observing the display output.
Non agency personnel may not reside in areas containing FTI unless the person is authorized to access that FTI.  Unless secured areas are equipped with operating electronic intrusion detection devices, all doors entering the space must be locked and strict key or combination control should be exercised.  All FTI must be stored in a secure area and must be restricted to authorized employees who have an official need-to-know the information to perform their job duties.  Case files containing FTI are to be filed in a closed container (locked cabinet, locked desk drawer) within a secured area where visitors, cleaning crews, maintenance crews, the landlord, and other unauthorized individuals will not have access to FTI, preventing any persons in the building after hours from accessing FTI.  

Physical access to areas storing and maintaining FTI must be controlled and safeguarded using keys and/or combinations.  Keys and/or combinations should be issued only to individuals having a need to access an area or container that houses FTI.  

Accountability records should be maintained on keys and should include an inventory of total keys available and issued keys.  A periodic reconciliation should be done on all key records.  All CSE offices that utilize combination locks must change the combination annually, or more often, when an employee who knows the combination leaves the employment of the agency or changes positions.  All keys must be returned to inventory when a person leaves the employment of the agency or changes positions.

All offices, sites or facilities where information systems reside and contain FTI must have a visitor log in place. All visitors to all CSE offices must sign in, provide all of the information requested and sign out when they leave the location.  If a visitor does not have a photo ID, staff must note “no photo id available” on the log. The visitor access log must contain the following information:

· Name and organization of the visitor

· Signature of the visitor

· Form of identification

· Date of access

· Time of entry and departure

· Purpose of visit; and 

· Name and organization of person visited.
The visitor access logs must be reviewed at least annually by a designated official or designee of CSE.

Transporting Case Files with FTI data
All FTI transported through the mail or courier/messenger service must be double-sealed; that is one envelope within another envelope. The inner envelope should be marked confidential with some indication that only the designated official or delegate is authorized to open it. Using sealed boxes serves the same purpose as double sealing and prevents anyone from viewing the contents thereof.   All shipments of FTI (including electronic media and microfilm) whether being mailed, sent via courier/messenger service, or hand carried to another child support office or offsite storage facility must be documented on the form, CS-196 Transmittal for Shipping and Receiving of Case File with Federal Tax Information and monitored to ensure that each shipment is properly and timely received and acknowledged.    If the material is being sent to an off-site storage facility the box must be sealed prior to transport and remain sealed while at the off-site facility.    Using sealed boxes serves the same purpose as double sealing an envelope and prevents anyone from viewing the contents thereof.
Disposal of Hard Copy Federal Tax Information

When FTI needs to be destroyed, all child support staff including Contracting Official staff must retrieve all documents from their locked file cabinets.  

All caseworkers will access the SharePoint site and log the destruction of the FTI data on the appropriate line.  The destruction must be by an agency employee and shredded to effect 5/16 inch or smaller.  Paper is inserted with the print lines perpendicular to the cutting line.  The shredder bin must be cleared of all shredded material after each use.

If a vendor is contracted to destroy the FTI data, an agency employee must witness the destruction. 
The IRS Security Officer reviews and maintains a statewide log of all FTI documents that have been recorded as shredded on the SharePoint site.  The IRS Security Officer reviews the SharePoint site for compliance, completes the annual Safeguarding Activity Report, and submits this report to the IRS.  All records must be maintained for 7 years after destruction of the FTI data. 
Security, Storage and Disposal of Electronic Media containing FTI
It is recommended that FTI be kept separate from other information to the maximum extent possible to avoid inadvertent disclosures.  In situations where physical separation is impractical, such as FTI commingled with agency data on backup tapes, the tapes must be clearly labeled “Federal Tax Information” and handled in such a manner that it does not become misplaced or available to unauthorized personnel.  Restricting access to designated personnel minimizes improper access or disclosure.  

Access to data processing equipment containing FTI must be controlled by:

· Systemic means, including labeling.  

· Restricting computer access only to authorized personnel.

· When technically possible, data files, data sets, shares, etc. must be overwritten after each use.

Agencies must ensure the information system enforces separation of duties through assigned access authorizations.  The information system must enforce the most restrictive access capabilities users need to perform specified tasks.  

Maintaining a System of Standardized Records

Authorized employees must be responsible for electronic media before, during, and after processing.  Inventory records must be maintained for purposes of control and 
accountability.  Any media containing FTI or any file resulting from the processing will be recorded in a log that identifies:

· Date received

· Control number and/or file name & contents

· Recipient

· Number of records, if available

· Movement and 

· If disposed of, the date and method of disposition.

The log must allow all media (including those used only for backup) containing FTI to be readily identified and controlled.  

Removal media such as backup tapes created and maintained which contain FTI must be properly recorded on charge-out records.  Semiannual inventories of removable media containing FTI must be conducted.    If there is any missing media, search efforts must be documented and the initiator of the loss must be notified.

Electronic media that is returned from the tape drive as no longer usable (bad) must be degaussed and a test must be performed on a sample of the tapes to ensure that the tapes have been properly sanitized.

Misprints of reports containing FTI that are printed in the COT computer room must be returned to CSE for proper documentation and disposal

The requirements that follow detail additional procedures for safeguarding FTI.  These procedures must be followed to protect electronic media containing FTI:

· Secure storage container for FTI awaiting destruction.

· Electronic media being prepared for off-site storage will be staged within the system.

· Backup tapes must be moved directly from the tape management system to secure containers and then transported to off-site storage.

· Only staff directly responsible for managing the electronic media as part of their required job duties has access to the secured containers
Minimum Protection Standards (MPS) for electronic media that contain FTI are to prevent unauthorized access to  FTI.  MPS requires two (2) barriers to access FTI under normal security.   The reason for two barriers is to provide an additional layer of protection to deter, delay or detect unlawful entry and/or access.  The two barriers can be one of the following:  (1) a secured perimeter and locked container, (2) a locked perimeter and secured interior, or (3) a locked perimeter and security container.  FTI housed in electronic media (i.e. backup tapes) is protected by locked doors to the area within the building and locked containers inside the area to ensure only individuals who require access with a need-to-know are able to access FTI.  

NOTE:  Locked means an area or container that has a lock and access to the key or combination is controlled.  A security container is a metal container with a resistance to forced penetration that has a security lock and the key or combination is controlled.

Submission of Required Safeguard Reports

CSE must submit a new Safeguard Procedures Report (SPR) whenever significant changes occur in the safeguard policies or every six (6) years.  Significant changes include, but are not limited to, new computer equipment, facilities, or systems.  The SPR is submitted on the template developed by the Office of Safeguards and the most current template is obtained 
by contacting the Safeguard mailbox at SafeguardReports@irs.gov.  All reports must be emailed to the same Safeguard mailbox in Word format, using IRS approved encryption and must be accompanied by the agency’s signed letter.  

The SAR is due by March 31st of each year for the processing year (March 1 through February 28).  The most current template for the SAR may be obtained by contacting the Safeguard mailbox at SafeguardReports@irs.gov.  The SAR must be submitted to the same Safeguard mailbox.

Quality Control 

All contracts for services in which access to FTI is authorized must include the Contract Language for General Services, Exhibit 7 of Publication 1075.    This includes use of all contractors to do programming, processing, or administrative services with access to FTI.  These contracts must outline in the agreement the organization’s internal inspections and the implementation of awareness training with signed confidentiality statements by personnel who are authorized access to FTI.  The awareness training and signed CHFS-219 are a part of the initial certification and annual recertification of staff.  The certification and recertification are monitored to ensure compliance.

Contracted service agencies are made aware of the provisions of IRC Sections 7213, 7213A, and 7431as described Exhibit 7, Publication 1075, as part of the awareness training that is provided annually.

Internal inspections for Contracting Official offices and any offsite facility they utilize occur annually.  Central Office and computer facilities are reviewed every eighteen months.  The internal inspections will cover all aspects of the five (5) key areas as required in Publication 1075 (AUGUST 2010), Section 6.3.  The five (5) key areas are record keeping, secure storage, limited access, computer systems security, and disposal of FTI.  A representative sampling of the Inspection Reports and a narrative of corrective actions taken (or planned) to correct any deficiencies will be included with the annual Safeguard Activity Report (SAR).  

CHFS Employees, contractors, an all persons providing contractor services who suspect an information security incident must report that incident within 1 hour of discovery to their supervisor, Deputy Commissioner Steve Veno, and to the OATS Security and Audit Section at CHFSITSecurity@ky.gov or CHFS IT Security Team on the Global Address Listing (GAL).  An information security incident may be:

· Possible or actual release, altering or loss of or damage to confidential information, such as HIPAA-protected health information and federal tax information.

· Giving or tell another person your password

· Loss or theft of a laptop or desktop computer or handheld data device.

· Loss or theft of external storage devices, like external hard drives, ZIP and flash drives, CDs and DVDs, used for Cabinet business

· Unauthorized use of CDs, DVDs, or other removable media to copy confidential information.

· Attempts to obtain HIPAA or confidential information by email or other electronic communication

· Attempts by unknown sources to persuade users to download infected email or attachments

· Receipt of unsolicited, unusual or suspicious email or phone calls

· Unauthorized physical entry into a controlled area that contains confidential or HIPAA-protected information

· Electronic monitoring of another employee’s workstation

· Blackberry password disabled
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6.140 USE OF THE INTERNET/INTRANET AND ELECTRONIC MAIL
Authority:  Form CFC-219.

CHFS employees are required to sign Form CFC-219, CHFS’s confidentiality and security agreement.  By signing this form, employees agree not to disclose confidential information and/or records without the prior consent of the appropriate authorities in CHFS.

When staff access the CFC-219 electronically, they can click on a hyperlink called “Internet/ Intranet, E-Mail, and Electronic Policies and Procedures.”  This hyperlink accesses a document called “Internet and Electronic Mail Acceptable Use Policy,” which provides detailed information about what is and is not acceptable use of the Internet/Intranet and electronic mail.  This document specifies:  “. . . intentional, inappropriate use of the Internet and E-mail resources may result in disciplinary action pursuant to KRS 18A up to and including dismissal.”

CHFS employees are to use the Internet/Intranet and e-mail to accomplish their job responsibilities more effectively and to improve their performance skills.  Use of the Internet/Intranet and e-mail provides unlimited opportunities for conducting research and disseminating job-related information.

Use of the Internet/Intranet and e-mail at work is a privilege that may be revoked at any time for inappropriate conduct.  Abuse of acceptable policy will result in revocation of access and disciplinary action, as appropriate.  In addition, employees have no privacy rights associated with e-mail transmissions and the information they publish on the Internet/Intranet.

Employees must use the Internet/Intranet and e-mail in a responsible and informed way, conforming to network etiquette, customs, and courtesies.  Employees must be aware that their conduct, including the information they publish, reflects on the reputation of CHFS and the Commonwealth of Kentucky.

The “Internet and Electronic Mail Acceptable Use Policy” document provides examples of unacceptable uses of the Internet and e-mail.  Specific examples of inappropriate conduct include, but are not limited to:

· using the Internet and e-mail for personal gain or personal business activities;

· using the Internet for illegal activities;

· transmitting material that is perceived as offensive based on race, national origin, sex, sexual orientation, age, disability, and religious or political beliefs;

· using abusive or objectionable language;

· knowingly visiting pornographic or illegal sites;

· misrepresenting, obscuring, suppressing, or replacing a user’s identity,

· sending or forwarding chain letters;

· developing or maintaining a personal Web page;

· distributing or forwarding unsolicited commercial e-mail;

· soliciting money for religious or political causes;

· distributing personal information, including information that constitutes an invasion of personal privacy as defined in the Kentucky Open Records Act;

· copying, disseminating, or printing copyrighted materials in violation of copyright laws; and

· conducting or participating in other nonbusiness-related activities, such as Internet games, online gaming, chat rooms, etc.
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6.150 FINANCIAL INSTITUTION DATA MATCH  (FIDM)
Authority:  Section 466 of SSA and KRS 205.

Section 466(a)(17) of SSA requires states to enter into agreements with financial institutions doing business in the state in order to develop and operate a data match system for the purpose of surrendering assets of individuals who are subject to a child support lien.  This law states that a financial institution shall not be liable for:

· disclosing information to a state IV-D agency through the FIDM process,

· encumbering or surrendering assets held by the institution in response to a notice of child support lien or levy, or 

· any other action taken in good faith to comply with requirements of FIDM.

KRS 205.712(14) requires CHFS to enter into agreements with financial institutions doing business in Kentucky to develop and operate, in coordination with the financial institutions, a data match system.  Under this system, financial institutions provide identifying information on noncustodial parents who maintain accounts at these institutions, owe an arrearage, and are identified by CHFS.  Assets held by a financial institution on behalf of an obligated parent who is subject to a child support lien are surrendered to the IV-D agency when the institution receives an Order to Withhold (Form CS-68).

KRS 205.772(4) states that no liability will arise for Kentucky or a financial institution under the FIDM data match process because of the disclosure of financial records of a person for the establishment, modification, or enforcement of a child support obligation for that person.

KRS 205.772(5) specifies that a financial institution will not be liable for surrendering assets held by the institution in response to a notice of lien or levy issued by CHFS or for any other action taken in good faith to comply with the financial institution data match process.

KRS 205.776(1) prohibits a financial institution from disclosing to a depositor or an account holder the fact that his or her name has been received from or furnished to CHFS.  A financial institution may disclose to its depositors or account holders that under FIDM, CHFS has the authority to request certain identifying information on certain depositors or account holders.

KRS 205.776(2) provides that if a financial institution willfully releases asset information of a person owing child support to CHFS, the institution must pay to CHFS the lesser of one thousand dollars ($1,000) or the amount on deposit or in the account of the person to whom the disclosure was made.

KRS 205.776(4) specifies that regardless of whether the action was specifically authorized under the child support recovery program or an agreement, a financial institution shall not be liable for providing or disclosing any information; for encumbering, holding, refusing to release, surrendering, or transferring any account balance or asset; or any other action taken by a financial institution pursuant to the child support recovery program.
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6.160 FAMILY VIOLENCE (FV) INDICATOR
Authority:  Section 453 of SSA, Section 454 of SSA, Section 463 of SSA, 45 CFR 307, KRS 205, 403, and 406.

Section 454(26) of SSA requires a state plan for child and spousal support to have safeguards in effect that are applicable to all confidential information handled by a IV-D agency.  These safeguards are designed to protect the privacy rights of all persons in child support cases.  In addition to these safeguards, Section 454(26)(B) and (C) specify that the IV-D agency must:

· prohibit the release of information on the whereabouts of one person or the child to another person against whom a protective order has been entered with respect to the first person or the child, and

· prohibit the release of information on the whereabouts of one person or the child to another person if child support staff have reason to believe that the release of the information may result in physical or emotional harm to the first person or the child.


45 CFR 307.11(f)(1)(x) requires each State Case Registry (SCR) to include certain data elements.  Among the data elements listed in this regulation is the FV indicator, which is reported to the Federal Case Registry (FCR) by SCR.  The FV indicator shows that the state has reasonable evidence to believe that the person(s) to whom the indicator is attached is at risk of physical and emotional harm if information regarding his or her whereabouts or location is released.

KRS 205.175(2) states that information received or transmitted by CHFS shall not be published or be open for public inspection.  This includes instances when CHFS determines that there is evidence of domestic violence or child abuse, and disclosure of the information in question may be harmful to the custodial parent or the child.

KRS 403.211(11) specifies that for any case administered by CHFS, information received or transmitted shall not be published or be open for public inspection, including reasonable evidence of domestic violence or child abuse if the disclosure of information may be harmful to the custodial parent or the child.  Necessary information and records may be furnished as specified by KRS 205.175.

KRS 406.035(2) states that information received or transmitted concerning paternity establishment shall not be published or be open for public inspection.  This includes information when CHFS determines reasonable evidence of domestic violence or child abuse, and disclosure of the information may be harmful to the custodial parent or child.

The purpose of the FV indicator is to protect victims of domestic violence and child abuse.  Child support staff are not to release information regarding the whereabouts or location of victims of domestic violence or child abuse.

The information that follows goes beyond safeguarding information about a parent and child when there is a FV indicator code on KASES.  This information is being provided to give child support staff a better understanding of the FV indicator process.

States are required to notify the Secretary of the U.S. Department of Health and Human Services (HHS) when they are aware of cases that present family violence concerns.  A case presents family violence concerns when a state has reasonable evidence to believe that the person(s) in the case is at risk of physical and emotional harm if information about his or her whereabouts or location is released.  HHS has determined that this notice is to be given to the federal Office of Child Support Enforcement (OCSE).  The notice is transmitted to OCSE by means of a FV indicator.

When a state has notified the HHS Secretary of its determination that there is reasonable evidence of domestic violence or child abuse and the disclosure of such information may be harmful to the parent or the child, disclosure of the parent’s or child’s location is prohibited.

The FV indicator fields can be found on KASES on the Create Participant Entry screen (ASEC2A), the Update Participant Data screen (ASEC2A), and the Inquire Participant Data screen (ASEQ2A).  A brief description of the FV indicator field is in KASES Handbook Subsection 5.060, Update Case/Participant Data.

The FV indicator field can be marked with a “P” for “perpetrator” or a “V” for  “victim.”  If a custodial parent is marked as a victim, all of his or her children are also marked as victims.  Any IV-D participant can be marked as a victim, regardless of whether this person is a custodial parent, a noncustodial parent, or a putative father.

The FV indicator fields on KASES are updated weekly by a batch program that is run against the Kentucky Domestic Violence Registry maintained by the Kentucky State Police.  The Kentucky Domestic Violence Registry is a listing of all the emergency protection orders (EPOs) and domestic violence orders (DVOs) that are currently in effect in Kentucky.

When the weekly batch program is run against the Kentucky Domestic Violence Registry, KASES creates an event, “FVIC – FAMILY VIOLENCE IND CHANGED TO “ ”, for initiating worker HRASE398 (which is a system assigned interface code) for every “P” or “V” that is marked for a particular participant, except for the children.  A note is also attached to identify the other party in the DVO or EPO and to provide his or her date of birth, Social Security number, and the expiration date of the order if this information is available.

Child support staff can mark or change an FV indicator on KASES at the participant level.  If a parent states that family violence exists, child support staff can only mark or change an FV indicator if the parent provides a copy of the EPO or DVO.  The copy of the EPO or DVO must be filed in the hard copy case record.

The FV indicator codes alert KASES not to furnish information on the location or whereabouts of a person who has been marked with an FV indicator code.  For example, if there is a CSENet request from another state for information for a case with a V, there is an edit on KASES that will provide a “no case information available” reply to the other state’s request for information.  KASES Handbook Subsection 5.090, Interstate Actions, provides information about CSENet.

FV Indicator Override Process

A state IV-D agency, through its SPLS, can initiate a locate request to FPLS.  If an FV indicator has been placed on the person who is the subject of the location request, the requesting state will receive a “disclosure prohibited” (DP) code from FPLS.  The DP code indicates that FPLS is not permitted to comply with the locate request because of the placement of the FV indicator code.

Upon notification from FPLS that disclosure is prohibited, an authorized person* may either petition a state court** to request that the court order a one-time override of the FV indicator or request SPLS to obtain a one-time override of the FV indicator so that the requested information can be secured from FPLS.

*Section 453(c) and Section 463(d)(2) of SSA define the term “authorized person.”

**Section 453(c)(2) of SSA states that the court to which disclosure is permitted is “the court which has authority to issue an order against a noncustodial parent for the support and maintenance of a child, or to issue an order against a resident parent for child custody or visitation rights, or any agent of such court.”  Under Section 463(d)(2)(B), the court to which disclosure is permitted is “any court having jurisdiction to make or enforce such a child custody or visitation determination, or any agent of such court.”

The court will decide to grant or to deny the requester’s petition.  If the decision is to deny the request, the process ends.  If the court grants the petition, it will prepare an order or request the override to SPLS.

Upon receiving an order or a request by a state court to initiate the FV indicator override process, SPLS must determine if the entity making the request for information is an authorized person and if the information is being requested for an authorized purpose as defined by Sections 453(a)(2) and 463(b) of SSA.  The IV-D director must attest to his or her review of the facts and the apparent appropriateness of the purpose for which the information is requested.  A request for an FV indicator override is then forwarded to FPLS.

FPLS will receive, review, and verify each FV indicator override request.  If FPLS approves an override request, a one-time manual override of the FV indicator will be done.  FPLS will forward the location information to SPLS as requested.

Upon receipt of the information from FPLS, SPLS must disclose the information to the state court that ordered the FV indicator override.  The state court must determine if the disclosure of the information to any other person may be harmful to the parent or the child.  If the state court decides that release of the information may be harmful to the parent or child, the court must deny the request and not release the information.  If the state court decides that the information from FPLS is unlikely to cause the parent or child harm, it may release the information to the authorized person who requested the information.
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